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0.0.6. 7341 T pac FHIIP) R%L

D AREFPRE R TR, 7€ MM EIIRE, HHE WSO E AT L 2 gn 20K, ar il 2l %
M T ER A, A AR P AT AR
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&9, load_script 1H%A) RAT7E E RIA o H At B B AS 445 2

5 load script &5 HAEFTIT LRIAK AN, ZhAHmHE KT

6) LA oad _script WERIFHATE KA LR G Mot TRRER G H .
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new_rsa get n
new rsa_get d
new rsa get p
new rsa get g
new rsa_get dp
new rsa_get dq

new _rsa_get qinv

JBERES

nl
dl
pl
ql
dpl
dql
ginvl
n2
d2
p2
q2
dp2
dqg2

| Il Il Il Il Il Il Il Il
~—
R=cd
—
)
=)

ginv2 =
if $nl != $n2
?
pause
endif
if $d1 != $d2
?
pause
endif

s

s

s

ks

ks

AN AN AN AN AN N~
%%%?%%%

new_rsa_get n'|
new_rsa_get d|
new_rsa_get pi
new_rsa_get gl
new_rsa_get_dp!)
new_rsa_get dq!!
new_rsa_get_qinv

’

<~
@)
~—

00, $len byte )
$len byte, $len byte )

hex( Ox$plen byte * 4 ),
hex( Ox$plen byte * 5 ),
hex( Ox$plen byte * 6 ),
hex( Ox$plen byte * 7 ),
%, hex( Ox$plen byte * 8 ),

$plen byte )
$plen byte )
$plen byte )
$plen byte )
$plen byte )

%7 03k 16
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new_ecc_get prikey

new_ecc_get pubkey

Hi%:

B T new_ecc_get pubkey, WIRASE, WIHHAHWRTLSE, WG
— AR A A

priz - (GRS
pub2 - [CCCNEORNDUDEY

//Name = secp 256 kl

len =02 56

P = FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FC 2F

A =00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

B =00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 07

GX =79 BE 66 7E F9 DC BB AC 55 A0 62 95 CE 87 0B 07 02 9B FC DB 2D
CE 28 D9 59 F2 81 5B 16 F8 17 98

GY =48 3A DA 77 26 A3 C4 65 5D A4 FB FC OE 11 08 A8 FD 17 B4 48 A6
85 54 19 9C 47 DO 8F FB 10 D4 BS

N = FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE BA AE DC E6 AF
48 A0 3B BF D2 5E 8C DO 36 41 41

H =01

X - [CNCCONRNS ( 50, $a, $b, $ex, $ev, $n, $h, 0100 )

x - new_ecc_generate_keypair ()
pril = [ $x, 0, 20)
publ = [ ( $x, 20, 40 )

priz. - ORI
pub2 - [GCCNEORNDUDRE

if $pril !'= $pri2
?
pause

endif

if $publ !'= $pub2
?

pause
endif
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fips203 keygen 512
fips203_keygen 768
fips203 keygen 1024
fips203 get ek
fips203 get dk
fips203 get _en sharekey
fips203 get de_sharekey
fips203_encaps 512
fips203 _encaps_ 768
fips203 encaps 1024
fips203 decaps_512
fips203 decaps_ 768

fips203_decaps_1024

FHE d =dup( 32, 11)
z = dup( 32, 22 )
m = “this is my message”
// HEFRF32FTT
m - [PEGKOONISS ( $v, 20 )
X - [IBSSOBNRSTEEEE ( 5, - )
if $x !'= 00
?
pause
endif
ek - fips203 get ek (]
dk - fips203 get dk
o - [IBSE0BNEHEEREE ( 5v, ok )
sharekeyl = [ESO0SNECUNCHNSHAREREY ()

b=l
H
b=
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nl - [ASOORNERRRE 5, S )
sharckey2 = [ HROOSNOCNSHARGRES

// R R A

2 - [ ASEOBNGRGERRE ( s, Sk $ok )

if $m = $ml
?

pause
endif

if $m = $m2
?

pause
endif

if $sharekeyl != $sharekey?2
?

pause
endif

b=
H
b=
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fips204_keygen 44
fips204 keygen 65
fips204 keygen 87
fips204_get pk
fips204 get sk

fips204 sign 44
fips204_sign 65
fips204_sign 87
fips204 sign hash 44
fips204 sign hash_ 65
fips204 sign hash 87
fips204 verify 44
fips204 verify 65
fips204 verify 87
fips204 verify hash 44
fips204 verify hash 65
fips204 verify hash 87
fips204 prehash_sha256
fips204 prehash sha384
fips204 prehash shabl2
fips204 prehash sha224
fips204 prehash shab12 224
fips204 prehash shabl2 256
fips204 prehash sha3 224

fips204 prehash sha3 256

11|

It

7N
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fips204 prehash sha3 384

fips204 prehash sha3 512

fips204 prehash shake 128

fips204 prehash shake 256

JBERES

clear
seed = -( 32)
x - [ ASEOMNRETRSN ( 5:ccd )
if $§x =00

?

pause
endif
sk - SRS
ok - [ESEOMEEIRR 0
. - 32 )
rnd = [FandoN ( 32 )
ctx = [Fandom( 32 )

// X SCHR AT
sig - DSOS ( 1, $sk, $ctx, $rnd, ”7)

res - PSSO ( 51, $sig, $pk, $ctx, )
if $res 1= 00
?

pause
endif

// *hash#fk
h - [ EASEOMNSTORASRNSRARS0 ( 51, sctx )

sig - [HSOOMISHBNNGSN ( $h, $sk, $rod, ")
res - [ DOMINGIISRNASIN ( $h, $sig, $ok, ")

if $res != 00
?

pause
endif

12 7 316

=
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fips205 keygen sha2 128s
fips205 keygen shake 128s
fips205 keygen sha2 128f
fips205 keygen shake 128f
fips205 keygen sha2 192s
fips205 keygen shake 192s
fips205 keygen sha2_ 192f
fips205 keygen shake 192f
fips205 keygen sha2 256s
fips205 keygen shake 256s
fips205 keygen sha2 256f
fips205 keygen shake 256f
fips205 get pk
fips205 get sk
fips205 sign sha2 128s
fips205_sign shake 128s
fips205_sign_sha2_  128f
fips205 sign shake 128f
fips205_sign sha2 192s
fips205_sign shake 192s
fips205 sign sha2 192f
fips205 _sign shake 192f
fips205_sign sha2 256s
fips205 sign shake 256s

fips205 _sign sha2 256f

H

b=l
p3

=
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fips205 _sign shake 256f
fips205_sign hash_sha2 128s
fips205 sign hash_ shake 128s
fips205_sign hash sha2 128f
fips205_sign hash_ shake 128f
fips205 sign hash sha2 192s
fips205_sign hash_shake 192s
fips205_sign hash sha2 192f
fips205 sign hash shake 192f
fips205_sign hash_sha2 256s
fips205_sign hash_shake 256s
fips205 sign hash sha2 256f
fips205_sign hash_shake 256f
fips205 _verify sha2 128s
fips205 verify shake 128s
fips205_verify sha2 128f
fips205_verify shake 128f
fips205 verify sha2 192s
fips205_verify shake 192s
fips205_verify sha2 192f
fips205 verify shake 192f
fips205 verify sha2 256s
fips205_verify shake 256s
fips205 verify sha2 256f

fips205_verify shake 256f

14 70 4L 16 L
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fips205 verify hash sha2 128s
fips205 verify hash shake 128s
fips205 verify hash sha2 128f
fips205 verify hash shake 128f
fips205 verify hash sha2 192s
fips205 verify hash shake 192s
fips205 verify hash sha2 192f
fips205 verify hash shake 192f
fips205 verify hash sha2 256s
fips205 verify hash shake 256s
fips205 verify hash sha2 256f

fips205 verify hash shake 256f

FHvk: clear
sk seed = pandom( 16 )
sk prf = random( 16 )
pk seed = pandom( 16 )
rnd = pandom ( 16 )
m = pandom ( 32 )
ctx = pandom ( 32 )
/] HEREEA
x - [IPSPOGNRSYEERISHEPRE ( §<i scod, $sk prf, $pk seed )
if $x != 00
?
pause
endif
sk - fips205_get sk (i
pk - fips205_get pk (!
// XTECRE 4
sig = [IDSO0ONSUBHNSHAPNINORE ( $n $sk, $ctx, $rnd )

15

7t

1t
7N

16
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res = [IDSO0CIVCTINNSHADMINORE ( $n, $sig, $ok, $cix )
if $res = 00
?

pause
endif

// *thashZ 44
h - [ ASEOMOTASRSAR ( 51, $cix )

sig - [ DSR0SNSHENESRNSHAONIORE ( $h, $sk, $rnd )
res - [ DROOSINCRSNASNSHEORIORN ( $h, $sig, $pk )

if $res != 00
?
pause
endif

%16 T 3L 16
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