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PDRATZ ShA3 224 1.ttt ettt sttt st ettt ettt e eaeeh e e Rt e st et et e beeae et e eneensentetentenreas 72
10101 Xe B /Y o = 15 TSP SRRRRPOR 72
0100 e NS ot R T 1T TR 72
01003 Ce N ES) ot RS TS SRR 72
PDKRAEZ_D1AKEZD_ 160 c..ceieueiiieiieieieite sttt sttt ettt bbbttt et et bt s et n b nre e 72
19100 e N/ oY K=Y ] AL SRR 72
10100 e N/ Y K=Y ] YRS SRR 72
191003 Ce N/ oY K=Y <] IR 50 SRS 72
19100 e N/ oY K=Y =T < SRR 72
91003 Ce N/ oY K=Y 2= T 1SRN 72
19100 e N/ Y K=Y Y AT SRR 72
19100 e N/ oY K=Y Y AT L SRR 72
1910130 /2 v = SRR 72
9100 3e /200 15 1§ o T Yo 1 KRR 73
9101 3Ce NN 1115 T GO IR 73
91003 Ce N 11 1S T SRR 73
0100 3o N 111 T2 C TR 73
RRAT _IMAZ 1ttt e bbbttt et e s et b e bt bt a et b e R b nh e bt e ae s e et e tenbe e 74
NRAT A4 oottt s e e bt s bt bt et e e s et bbbt bt R e b e R b nh e eb e eae e st et et e b e 74
NRAT A ¢ttt bbbt b e bttt E b bbbt b e R b nh e bt eae st et e te b e 74
Yo B oYY 1116 B 2 TR 74
01 Lo B oY1 16 B GO IR 74
01 Le B = TR 74
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NRAT SHAZ24 ..ottt ettt ettt et et st e seete s e e st etesa e st et e s s eseete s s aseebesseseesesbeseete st aseetesaensetessaneetestensesestaneas 74
NKAT _SNAZBO ..ttt ettt et e e st e bt s ae bt e a e e st et et et e eaeeheene et et et e beeae et e eneententetenbesaeas 74
NKAT_SNAB8A ...ttt ettt ettt e st st e s ae et e e a e et et et e beeheeh e e ne et et et e ebeeae et e eneentetentenbesaeas 74
NRAT SHAB T2 1.ttt ettt sttt sttt st et et st e e e te s s et e et e saese et e s aeseesesseseesessese et e saeseese st eseetesaessesesbaseetestensesestaneas 74
NRAT _SHABT2_224 ...ttt sttt et ettt et e s b e st te st e s e et e s s estebesteseetesaeseesesbeseetessaseetesaeseetesbeseetestensesessaneas 74
NKAT SHABT2_ 256 ..uiiviieeieiirieeietiieti st stet et st e e st et e e s te st e tesae st etesaeseetesseseesesseseetesseseesessessetessaseatesseseetesbeseetestensesessaneas 74
RRAT SHAS 224 ...ttt sttt sttt sttt sa et e te st e st ebe st e st et e s s estebesaeseete s s eseebesaese et e sbaseetesaeseesesbaneetestensesestaneas 74
NRAT SHAS_ 256 cuuvevietiieeieiisieteetestete et ste et st et e e st et et e sae st etesaeseetesaese et e sseseesesaeseetessese et e saess et e ssaseetesaeseesesbaneetestensesessaneas 74
NRAT _ SHAS 384 ...nitiitiieeietesiete ettt ettt sttt st et et s b et e be st e st et e st e st et e s seseebesaeseebesseseesesaese et e st aseetesaeseesesbeneetestensesestaneas 74
NRAT SHAS 512 uiuiieiitiiieieesiete ettt sttt sttt et sa et et e st e st et e saeseetesaestebesbeseetesseseebesbeseetesbaseetesaeseetesbeneetestensesessaneas 74
HKRAT DTAKE2D_ 180 .uiieeierisieeietirietistesietete et et st et e e st e e e e st et etesaeseetesseseetesaeseesesseseesessessesessaseatesaeseetesseneesestensesessaneas 74
oo B o =Y X< o T2 T SR TRSRRRRPPN 74
Lo B o =Y TCY2] o T 1 SO SRRSRRPRN 74
oo B o =Y <21 o TS 1 OSSR SRRSRPORN 74
NKAT _DTAKE2S_ 128 ittt ettt ettt ettt et e s tesbe s et e st et e st e te s s e et e saeeseeseensensensensesaeetesneensensansensesseas 74
NKAT _DTAKEZ2S_ 100 .iuuiiuiiuieeieieierierie sttt tete ettt st st et e e st e e s teebesaeeseenee st e sesseebesaeaseeseensensensensesaessesseensensensensessens 74
NKAT _DTAKE2S_ 224 ...eiiieieeieeeseses ettt ettt et st e st et e st et e s s e et e saeeseeneensensesebesaeebeeneensentensentenreas 74
NKAT _DTAKE2S_ 256 ..uiiitieeieiieieiesiesie sttt sttt st et et e et e e st et e s st e s e e se st ense st eebesaeeseeseensense s e besaeeteeneensensensensenreas 74
01 B T =< SRR 74
NKAT WHITIPOOL .t e e e ettt e eetae e e et eeeeeat e e e eeaaaeeeetaeeeeesseeeeesseeeestseseennseeeeenseeeeensseeeenns 75
NKAT_SM3_TB0 ...cutetieiiieeeeeeeieteie sttt et et e st e te st e s et s st e st e s e e s e sesaeetesaeeseeaeensansesseasesaeaseeseensensensensesseeseeneensensansensessens 75
NKAT_SM3_ T2 ..ttt sttt st ea et e et e e s aeebesaeeseeaeensensesseabesaeeseeneensen s et e tesae et eeneententensentenreas 75
01 e B SS 11 T2 51 RSN 75
Y 11Pc T 116 2SRRI 76
Y 11Pc T 116 TR 76
Y rirc T 116 S SRR 76
Vi rc T o oY) 116 B 2 TSR 76
Y rirc Tl e oY) 116 B GO TR 76
Y i1E= T V= R RRRTRRR 76
NIMAC SNA224 ooiiiiieeeeeeeeee ettt ettt et e s ettt et e e et et e eeeseesasabaa s eeeeeesasbabeeeseeesaabaa et et eeeseabatar et eeesesaabbrereeesennnres 76
V11 Pc T s =02t SRR 76
Vi Pc T sV 1R 1T SRR 76
Vi1 rc T 1= B /TR 76
oV irs Y s t=Eo B A TR 76
oV rc Y s = Eo B 2 1 TR 76
Vi rc Y o= 1o T TR 76
Vi rc Y o= 1o T 5T TR 76
VP R Y o= 1R TR o L TR 76
Vi rc =Y V= 1o T B TR 76
NIMAC DIAKEZD. T80 .uuveiiiiiiiiieiieiieee ettt e e e seeee et et e e e sesbareeeeeeesasbaaseeeeessessaasesesesssssssssssesesssasssssasesessssssssssssesssessnses 76
NIMAC DIAKEZD. 250 wuuveiiiiiiieiiieeieee ettt sttt e e e e e s ettt eeeeeseabaaseeeeeesesaatasesesssasssssssesesssasssssasesesssessssrsssseesssssnres 76
VP o B = <y oS 1 T RRRRRRRN 76
Vit o B = (<Y o T B /TR 76
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NIAC DIAKEZS T28 ..ottt e e et e e e e s e b e e e e e e ses bbb e e e e eeesessaabaeeseessesbabasesesssesnabaseseessesnnres 76
NIMAC DIAKEZS T80 .uuuiiiiiiiiiiiiieiiee ettt e et e st e e e e e se b aa e e e e seesesbabeeeseeesassbabaeeseessesbabasesesssesnabseeseessesnnares 76
NIMAC DIAKEZS 224 ..ottt e e et e e e et et et e e e e e s e et et e e eeesesaabbeeseeeseababaeeeesesesnabbrereeesesnares 76
NIMAC DIAKEZS 250 wuuiiiiiiiiiiiiieeiie ettt e e et e e e e s et e e e e e e e sea bbb et e e eeesesaataeeseesseabababeeesesesaabbaereeeeesnares 76
V11 Po T v =<5 oSN 76
Y iiPo Tl s B ol o Yo Lo E TR 77
Vi ro TRy 11 T N o1 77
VP  11 R T R0 /SRR 77
V1P 11K T 1 TR 77
V1P s Y= (<l 2 < SRR 77
NIMAC  SNAKEZD6 1.t e e e et e e e e e s ettt eeeeesea bbb et eeeeeseabab b e e e e e e seabaaabeeeeeeeaaabbrereeeeesnares 77
F R Fo < T R 0o H SRR 77
[eTe) 11 o B 22 < T O SRRTRRRN 77
[eTe) 111 o B 22 < TSR 77
[eTe) 11V o B B2 < TR TSRS 77
MILENAZE T oottt ettt et ettt e e ettt e e e et e e e eeaaee e e taeeeeatseeeeessseeeeetseeeeesteeeeesseeesasseeeeateeeeennseeeennseeean 78
MILENAZE T234D o ittt et e e et e e e et e e e et e e e eetaeeeeetteeeeeaeeeeeatseeeeesteeeeeaseeestseaeeatseeeenaneeeenareeean 78
MI LENAEZE T IS TAT tieveiiiitiee ettt ettt e et e e et e e e et e e e eeaaeeeeetaeeeeeateeeeasseeeeasseeeeesseeeeesseeessseeeenntseseennneeeennseeean 78
MI LENAEZE T DS TAT cietiiiiiieee ettt ettt ettt eete e e et e e eebeeeeetaeeeeetaeeeeetteeeeeaseeeeasseeeeesteeeeesseeessseeeenntseeeeanseeeennseeean 78
M1 1ENAZE COMPULE ODC urrreieirrieeeeieeeeiiteeeeeeteeeeeiteeeesetaeeeesteeeeeeaeeeeeetseeeesseeeeaassseesasseeeesseeeeessseessasseeeensteeeennsseeesnsseeean 78
MILENAZE OPC F1 ittt et ee e e ettt e e e et e e e et e e e e taeeeeeateeeeeaseeeeatseeeeesteeeeesseeessseaeenntaeeeensseesennseeean 78
MILENAZE OPC F234D ottt et e et e e e e e e et e e e e teeeeeaaeeeeetseeeeeateeeeesseeestseaeensteeeeenaseeeennreeean 78
RSy ot R el o) o TG A =3 o= s R 78
[ RNEY ot R el o) o G o =3 o= s R 78
IRy ot R =t || F R 78
ML L EINALZE ODC S tiiuuriiiieiiiiieiiereeeeeeeseeaereeeeeesaauarereeeessasaatstesesssassasaseseessasasresesesssesaarasssesssessssbesssesssessnsrarseessessns 78
L] <Y o UeToTe L oo 11 DT 82
]| e (<YeTo e L o1 1 DT 82
NEW_TSA CALCULATE A2 iiiiieiieiiiii ittt ettt e e e e e s ettt et e e e s e s et e e e e eeesasaasaseseessessstasesesssesaatasesesesessnnres 83
O TeTel o} o B <y U =1 o Lo (o) 1| SRR 83
FOYX AT oT o o o 0 <Y o WS 83
O A ToT o o101 o1 <Y o W RRRRRR 83
U IDOWNTL0AATORTL1E cueitiiiitieieeetete ettt ettt et bbbttt e b sa b e s bt b e e et e nneseennes 83
ey O R TR o L < T RRRRRRRN 83
JD TSR <IN o T i T < T 83
(5 el (T @27 YN 83
[0 SRS 7= e U 83
PREST UINDA ceiiiiiiieitiiieee ettt e e et e et et e e e s e e et eeeeeseaabaa et eessesassbaaseeesessassaasasesesssassasasesesssssssssasasesesssssrsesseessessnnres 83
PKCS12 Shal diver DY DASSWOIM ciecueriieiiiiiieiieiieee et seeieeeeeeeeseeiaeereeeeesessareeeeesessssasssesessssssssssesessssssssssssseesssssnres 84
oo T o= N TR 84
oo T 0 =121 S JE S o K v TR 84
oo T 0= N 1<) TR 84
ST TS s =02t TSI U< TR 84
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oo R o JN=Y o = N o AR 85
Lo R A o TS o =025 Y S s L v 85
Lo R o TN o T N 1 TcS GRS 85
Lo R A o TS o =025 Y S o U . GRS 85
oy cY=To < h ol o T/ | 1< SRR 85
ORI I v v T s £ RN 85
L A3 P PP STT PP OPPP 85
TR T TSRO 86
0L I DT ATY ceieeeeeeeeeee e 86
GO PTOCAAAT ESS ottt ettt b e bt et e st e s h e e s he e s bt e bt e bt eat e eat e e bt e bt e b e eabe et e e atesatesheesaeebeenee 86
B I D ALY oo 86
8 TS SRR 86
new _rsa_0aep _Shal DPUD ENCOAE ..iouvii it e e e e et e e e et e e e e etae e e eeseeeeeareeeeenareeennns 87
new _rsa_0aep ShaZ24 PUD ENCOAE ...eeiccviii ittt eeaee e et e e e et ee e eetaeeeeeetaeeeesaseeeeereeeeensseeennns 87
new _rsa_0aep ShaZb6 PUD ENCOAE ...eeiecviiiieieii ettt e e e e e e ee e e etaeeeeeetaeeeesaseeeeenreeeeensseeeenns 87
new _rsa_0aep Shad84 PUD ENCOAE ...eiiccuiii ittt e et e e et e e e et e e e e etaeeeesreeeeeareeeeenaseeeenns 87
new _rsa_0aep Shabl2 PUD ENCOAE ..ueeiccviii it e e e et e e e et e e e e etaeeeesreeeeereeeeenaseeennns 87
new _rsa _0aep Shal StTA dECOAE ..ooiii ittt e et e et e e e etaaeeeetaeeeeeaseeeeereeeeenaseeeenns 87
new _rsa_0aep Sha224 STA dECOUE ..uuiiiiviii ittt ee e et e e et ee e e etaeeeeeetaeeeesseeeeeaneeeeensseeeenns 87
new _rsa_0aep Sha2b6 STA dECOUE ..ueiiiiviii ittt e et e e e et ee e e eaeeeeeetaeeeenaseeeeeareeeeesseeennns 87
new _rsa _0aep Shad84 STA dECOUE ..uuiieiviii ittt et e e et e e e e taeeeeeetaeeeesseeeeeareeeeensseeeenns 87
new _rsa _0aep Shabl2 STA dECOAE ..uiiieiriii ittt et e e et ee e e etaeeeeeetaeeeeeseeeeereeeeesseeeenns 87
O T M oY= 1<) IE] o t= 0 N o 4 o« L<YoTo Lc (< MR RRRRRR 87
new_1rsa_0aeP _ShAZ224 CTT ARCOUE uuuuiiiiiiiieceeiiee ettt e e e e et e e e s eseate e e e eeesessaatasesesesesssrseereessessnnres 87
new_rsa_0aepP _ShaZ2D0 CTT AECOUE ..uuuuiiiiiiiiecieiiiie ettt ettt e e e e et e e e s es et et et eessessaataeesesssesssbbeereessessnnres 87
new_1rsa_0aeP _ShA384 CIT AECOUE wuuuuuiiiiiiiieceeiiee ettt ettt e e e et e e e e s es st e e e e eessessaatasesesssesssabaeereessessnnres 87
new_rsa_0aeP _ShaDI2 CIT AECOUE uuuuuiiiiiiiiecieeiiee ettt e e e ettt e e e s es st et e eeeesessaatasesesesesssbaesseessessnnres 87
NEW_TSA PSS _SNAL PUD VO IEY tiiiiiiiiiiiii ettt ettt et e s et e et e e e sessabeeeeeessesbssaseresesesssarseereessessnnres 88
NEW_T'SA PSS _SNAZ2A PUD VT IEY troiiiiiiii ettt ettt e e e e s et e e e e e ses et et e e e e s sesastasesesesesssabseereessessnnres 88
NEeW_T'Sa PSS _SNAZDO PUD VT IEY tioeiiiiiiiiiiieeiiee ettt ettt e e e s et e e e e e sessaabe e et eessesastaeesesesesssarseeseessessnnres 88
NEW_T'Sa PSS _SNA38A PUD VT LT tiociiiiiiii ittt e e e e s ettt e e e s es st e e e e e e s sessaatasesesesesssasseereessesssnres 88
NEW_T'Sa PSS _SNADLIZ PUD VT IEY tiiciiiiiiii ittt ettt e e ettt e e e s et et et e e s sesastaeeseessesssarseereessessnnres 88
NEW_TSA PSS _SNAL STA ST EN wriiiiiiiiiciiiiiie ettt ettt e e e e s et e e eeesestateeeeesesassaataseseessesssttsesesssesssssessesssessnres 88
NEW_TSA PSS _SNAZ2A STA ST tiiiiieciiiiiiei ittt ettt e e e se ettt e e eeesessatteeeessssssatasesesssasssssasetesssesssssesseessssssres 88
NEW_T'SA PSS _SNAZDO  STA ST ciiiiieeiiiiiiiiiiieirieee e sttt e e e seetaa e e e e eeesessateeesessssssatasesesssssssssasstessssssssrsesreesssssnres 88
NEW_T'SA PSS _SNA38A. STA ST tiiiiieeiiiiiiii ittt ettt e e e s ettt et eeesessateeeeesessssatasesesssasssstasesesssssssrsesreesssssnres 88
NEW_T'SA PSS _SNADLIZ STA ST tiiiiieciiiiiiii ittt ettt e e e seeae et eeesessateeeeesssasssataaesesssesssstasetessssssssrsesseesssssnres 88
NEW_TSA PSS _SHAL CTT ST BN ttitiiiiiiiiiiiiieeeieieert ittt et e sesirrreeeeesesateeeeeeesastiaraeesessssssasssesesssssssstesstesssessssrsessessssssnres 88
NEW_TSA PSS _SNAZZ2A CTT ST tiiiiiieiiiiiieeieieceteee e e st e e e e e se ettt eeeeeesessateeeeesssassasasesesssssssssasssesssesssssssseesssssnres 88
NEW_T'SA PSS _SNAZOO CT T STEN tiiiiieciiiiieiiiiiiiett et e e e sesreteeeeesestareeeeeeesessabeeesesssassasssesessssssstasesessssssssrssssessssssnres 88
NEW_T'SA PSS _SNA38A CI T ST tiiiiieciiiiiiiiieieceei ettt te e e e e s e et et e e e eesessareeeeesssssssatasesesssssssstasstesssesssssesseesssssnres 88
NEW_T'SA PSS _SNADLIZ CTT ST tiiiiieiiiiiiiii ittt ettt e e e se et et e e e eesessabeeeeesssssssatasesesssesssssasesesssessssssesseesssssnres 88
new_SM9 eNCTYPT DLOCK 2018 coiiiiiiieeiiiii ittt ettt e e e s et e e e e e s e s sateeeeesesssssatasesesssesssssasssesssssssssssreessessnnres 89
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new_sSm9 encrypPt _STreaml 2018 .o it e e e s e e e e e s e —— et e e e s e e bbbt et e e e eeea i bbrrreeesesnares 89
new_SM9 deCTyYPT DLOCK 2018 ..ottt ettt ettt e e ettt e s et e e e st et e sessaeeesassaesesabaeessssseeesassaeessaseeessnns 89
new_sSm9 decTypt _STream 2018 .o it e e e e s e e e e e s e r et e e s se e bbb b et e e e eeanbbrereeeeesnares 89
LS 11T U TR 89
LS =] o = ORI 89
LS ) o =V TR 89
LS ) o =02/ L TR 89
LS ) o o1 ORI 89
LS =) o =1 0 RO 89
L o B YR T =] o R TRRRRRN 90
L B YR I 1<) o SRR 90
A=) A<D G = U UR U URURRRRIRt 90
e B 100 L5 ST STRSRRPRPORN 90
KAT  SRAT ettt ettt e e et e e e ettt e e ee e e e et e e e e eabee e eeaaeeeeteeeeeabeaeeaaaaeeeatbeeeeataeeearaeeeentreeeanns 90
KAT SRAZ24 ...ttt sttt ettt et e e st e et e e ae ettt et et et e et e eReeh e e Rt e st et e teabeeae et e eneententententenreas 90
KA SRAZD60 ... ettt e e e e ettt e e et e e e et eeeetaee e eeateeeetbe e e e et aaeeaaaeeeaatbeeeearreeeareeeeantreeeanns 90
e Y 42 1 TSP SRRSRPPRN 90
KA SRADTZ ettt e et e e e e e et e e e eeaaee e eetaaeeeetaeeeeaabeeeeeaaaaeeaataeeeeateeeeereeeeentreeeanns 90
KAT SIS ettt e et e et e e et eeeetaeeeeaaseeeeeaaaeeeeabeeeeeaaseeeeeaaseeeataeeeaaaseeeeaaaaeeeeatreeeeareeeeareeeeaatreeeanns 90
CTC LB DUYDASS cuveeeeitieeeeeteee ettt ete e eeetae e e eeaeeeeeteeeeeetaee e eetaeeeeetaeeeeaseeeeetseeeeassaeeeessseesssseeeenaseeeeesseeesnsseeeennsseeennnees 90
CTCLIB UM S cuvviiiiiieeeeitieeeeeee e e ettt e e et e e eeetae e e eetaeeeeereeeeetaeeeeetseeeeassaeeeessseeeeasseeeeassaeeeessssessnsseeeenasaeeeesseeesnsseeeeanseeeennnees 90
CTCLIO MOADUS c.ceveee ettt eeet e e e e et e e et e e e e taaeeeeateeeeeaaeeeeetaeeeeestaeeeessseeessseeeenateeeeesseeeensseeeeanseeeennnees 90
Lol I ¢11To Yo 1<) 11 TR 90

H
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Set BREFIR

0. 0. 5. 4 Frig &4

DS 2
jcop22 ext auth 2
jeop22 ext _auth kmc 2
mac_auto mac_ 2
upload 2

delete 2

select 2

des _des mac_2

des 3des mac_ 2

ThRE 5 IEORI)—FF, X5 i & AT AR .

0. 0. 5. 5 FrHg &4

FTZY RF Monitorfff¥ifH, % W.Snooper. Spec—008-ZY RF Monitor 1% FHF/I

map_ml keya

map ml keya A4 = map ml keya( M1%54Hkeva )
map_ml_keyb
map ml keyb A4 = map ml keyb ( M1%%4Hkeyb )

keya = fEffeereeef
keyb = et

mlkey = call _( $keya, $keyb )
if $mlkey != OB 54 57 07 45 FE 3A E7
?

pause
endif

keya = al0ala2a3adab
b0b1b2b3b4b5

keyb

14 I
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mlkey = call _( $keya, $keyb )
if $mlkey != 8C 7F 46 D7 6C EO 12 66
?

pause
endif

4D 3A 99 C3 51 DD
1A 98 2C 7E 45 9A

keya
keyb

mlkey = call _( $keya, $keyb )
if $mlkey != D8 09 C4 6A 74 84 Al 34
?

pause
endif

end

keyal = getpara

keybl = getpara

dkeya _( $keyal )
dkeyb = [IIREIE ( $keybl )

keyl - EENCRSGMDMOCRMINE ( $dkeya )
key2 - CRSCRDNOGRMING ( $dkeyb )

FARSIEESEENEES ( 0000000000000000, $keyl $key? )
reverse_block bytet §. )

return $x

X

X

reader dialog

reader2_dialog(0. 0. 6.9 Z0)

reader dialog

AZE 44 = reader dialog()

W% = reader dialog( R#RE N MNOLIFEEAT163EH] % 5] )
A4 = reader dialog( “IZEILWR” )

A4 = reader dialog( , “Hrfi” )

W% = reader dialog( REEE MO 168EHI RG],  “Fr
o)

Dz

=
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WE4 = reader dialog( “iEFRLZK”, “FRE” )
IR [E]00 %3

38 [ At AR R

-~ S

o - (SRR ( 03 )

” ”
o = [CHUSHNGII0E ( “scn” )
- ” ” ” ”
a = _( sem”, 7 xxxxxxxxxxxxx’ )

close first device

close first device

x4 = close first device()

YIS
. IR [EME UR AT RERUE R

a - [CSSHBOHOR ( i i Fl AL A )
- close first devicel
_ reader dialog!

0. 0. 5. 6 FrIGINF 7

prime gen

prime gen

B4 = prime_gen( 163EHI R FHKE )

prine - [FRMGHESH ( 40 )
res = [DEIMCHUES ( $prime )

if $res != 00
?

pause
endif

prime =
FE8477E417A6579A5B7266B30E0C5FAF68FEIE701904360F39EA09046A35039200873
2B16B0201655D1BOED13A9230BF36911DD1742037A12967506F698363DF

res = 00

big mod inv 2 32

big mod _inv_2 32

| 484 = big mod inv 2 32( 474 )

b=
H
b=
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a = 11223397
b - EORNENSE ( 5 )
c = III( $a, $b)
cl = g ( $a, $b)
if $c != 00000001

?

pause
endif

a = 11223397
b = 693B7C27
¢ = 00000001
cl = 070B025A00000001

connectless crcl6 _ab

connectless crcl6_ab

AR 4 = connectless crcl6 ab( icv, data )

o = (ONNCCUICSSNCECIONAN ( 6363, €040 )
if $a != 3db5

?

pause
endif

o = (ONNCCUICESHCRCIONal ( rff, €040 )
if $a != daad

?

pause
endif

obe _crcl6

obe crcl6

AR 4 = obe crcl6( data )

o = PBENERENE ( D4C1423731374E5500000000FFFFFFFF )
if $a != 2c0e

?

pause
endif

unpack80

unpack80

AR 4 = unpack80 ( data )

sbeR R AR 2, 4R BA80 00 0045 IR, W RAAALE AL R 2K
i, DR A RAE

a = -( aabb )
a = -( aabb80 )
a= IIIIIII( ( )80)

17 74k 91 W
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o - [IAPACKSA ( 00000000 )
o = [IAPACKS0 ( 0000008000 )

a = AABB
a = AABB
a =00
a = 00000000
a = 000000
pack80 len
pack80_len B = pack80_len( data, 16X FKE )
o - PACKSONIGH ( 1122, 20 )
b - [BREH s )
c = PECRBONIRN ( 112233, 04 )
d = PECKSONIEN ( 11223344, 04 )
U R Kt 1632 i FEEAT RO 5, W ARBER A S-S K BEER, WA
80 00 00 XI5%
pack00 len
pack00 len AZ &4 = pack00 len( data, 163FHINFFCE )

o = PHCROOMISH ( 1122, 20 )
c = PECRBONIN ( 112233, 04 )
d = PECKSONIEN ( 11223344, 04 )

U pR B g 16 I BE AT Bl 0 5, SRR AR S R A K ERR, WA TN
00 00 00 XJ3%

oem_sm4_encrdata

oem_sm4 encrdata

AZ 4 = oem smd encrdata( key, data, mode )

WEIETT IR, JEh 180, A5 FH smdflechin

oem sm4 encrdata( key, data, mode)

Gfb, BN, FHEEINE /R, ARENENE, AFREE
R

mode=0, %

57
mode=1, fF%

oem_smdmac

oem smdmac

AR 4 = oem smdmac ( key, data, rand, mode )

H Z%880, 4R J5 4% smdHmac

oem_sm4mac (key, data, rand, mode)

mode bit OFZNORT, <, MHTHEMAC, 4% KBS BEAUE N 598
#1080, FARNI AL, KR8 B AL I AN %h80.

mode bit U NOR}, P24imac 4%, bitUNIR, F=4Emac N8FETi.

0 5&MHI#M80, 47 Fimac
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1 KBER8H, AEZNHEMN0, 47 imac
2 5Ef %80, 87 mac
3 KBENSHT, ANEBIHN0, 8F imac
oem smdjs
oem sm4js AZ 44 = oem desjs( key, data, mode )
smadfiflecb T4
mode=00 Hn#%
mode=01 fiE%=%
memset
memset AR 4 = memset ( dest, offset, value, len )
valuet & A] DU 15775
memcpy
memcpy AZ 4 = memset ( dest, offset, value )
memxor
memxor AR 4 = memxor ( dest, offset, value )
memor
memor AR 4 = memor ( dest, offset, value )
memand
memand AZE 4 = memand ( dest, offset, value )
des_subkey
des subkey AZE 4 = des subkey ( #IE, &4 )

BESES TN

des_diversify

des diversify

BE = des diversify( H¥E, %4 )

BEEZ T

sm4_subkey

sm4 subkey

B4 = smd_subkey ( H¥E, 8 )

SR Z SRR

sm4 diversify

sm4 diversify

BE = smd diversify( H¥E, %4 )

BELEZ T

H

b=l
p3

=
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0.0.5. 7 Hrig B4

new_sm2_keyexchange

new_sm2_key

exchange

AZ 4 = new sm2 exchange ( it (00K /RAML T, 01K MmN 7)) , S HFAH, 2
ISRV, XA, WrlEE A%, 251D, X51D )

a ~ new_sm2_generate_keypair
self pri = -( $a, 32)

self pub = -( $a, 64 )

a ~ new_sm2_generate_keypair
self tmp pri = -( $a, 32)

self tmp pub = -( $a, 64 )

a ~ new_sm2_generate_keypair
other pri = -( $a, 32 )

other_pub = -( $a, 64 )

a ~ new_sm2_generate_keypair
other tmp pri = -( $a, 32 )
other tmp pub = -( $a, 64 )

self id - @ 16, 11)

other_id - @ 16, 22)

keyab = _( 00, $self pri, $self tmp pri,

$other pub, $other tmp pub, $self id, $other id )

keyba = _( 01, $other pri, $other tmp pri,

$self pub, $self tmp pub, $other id, $self id )

if $keyab != $keyba
?
pause

endif

self pri =
7D511F0A173101AD4B1E204956946F6C6E1BOA087CIF5AFC405751CD74C87429

self pub =

13F17A6A022AFFE04523A1BABE9A65C3BB3BI0EDBS7404F 1D4CC80C048E57BB507EF820388F07
71D2C5AA92DAES3B75732C8A7 74F838E1095FC2E4E836F7TFB29

020 T 3L 91
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self tmp pri =
16332BBB07B929915707348063EF6B922A7578C7203D405514CB2B5A6A1F6D93

self tmp pub =
D15AA0A9EBO24EE12AF054D6BF25A8887CF6C5CC9910DD535C6ES8D2DADODD2707A378F38876B3
7675B985591E403028FA8E10BD0020F7F27608CA4FDF2A95745

other pri =
581C3B64332F12386F874C02278249A0531906B8715F44B16A1F3155230C76CD
other pub =
1D9E4517A0483378B59CCD8CD65DHA6F180FA85850102E0CFCEOFD6E27B38C4D7434456860CF9
292BOE29505F7CE8A23031F6997EFBEF90C18FAATEB596A2F94

other tmp pri =
2B3B097C799A6F9333BA3D785CC26B37031456B663EB605F0C5233C718E337D8

other tmp pub =
5FFE69C7756B2B14B3CC131A10ABOEODADICS778F89ES2CD5CI4E354D8F80592ACD3BI7849C18
FBFAA38E3456C60C5E7CC5581691681DES7FEDFEIE720165CB2

keyab = _( 00, $self pri, $self tmp pri,
$other pub, $other tmp pub, $self id, $other id )
keyba = _( 01, $other pri, $other tmp pri,

$self pub, $self tmp pub, $other id, $self id )

if $keyab != CF41314ECF7COFEDB67CC92D62C5434C0E33C07264120F85990E5BISEC88BAFS
?

pause
endif

if $keyba != CF41314ECF7COFEDB67CC92D62C5434C0E33C07264120F85990E5BISEC88BAFS
?

pause
endif
otp_sm3
otp sm | g4 = otp sm3( key, t, tc, ¢, q )
3

//

{0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF, 0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF}

// 1313655030, 1234, “5678”, 854787

key = 1234567890abcdef 1234567890abcdef

#21 |W

Dz
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t = exprl6( 1313655030 )

te = 01
c = exprl6( 1234 )
q = 5678”7

o - CUDNSHS ( $key, $t, $tc, $c, $q)

the correct result = exprl6( 854787, 4 )
if $a != $the correct result

?

pause
endif

//
{0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF, 0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF}

// 1313998979, 1234, ”“5678”, 814095
t = exprl6( 1313998979 )

te = 01
c = exprl6( 1234 )
q = 75678”

o - OUDNSHS ( $key, $t, $tc, $c, $q)

the correct result = exprl6( 814095, 4 )
if $a != $the correct result

?

pause
endif

otp_sm4

otp sm

AZEAZ = otp smd( key, t, tc, ¢, q )

//
{0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF, 0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF}

)

// 1340783053, 1234, “5678”, 446720

key = 1234567890abcdef 1234567890abcdef
t = exprl6( 1340783053 )

tc = 01

c = exprl6( 1234 )

022 00 4k 91 I
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_ //5678//

Q
|

?

pause
endif

//

te = 01

q = 73698”

?
pause
endif

o = GUDNSM ( $key, $t, $tc, $c, $q )

the correct result = exprl6( 446720, 4 )

if $a != $the correct result

{0X12, 0X34, 0X56, 0X78, 0X90, 0XAB, 0XCD, OXEF, 0XAB, 0XCD, OXEF, 0X12, 0X34, 0X56, 0X78, 0X90}
// 1340783416, 5621, “3698”, 49845

key = 1234567890abcdef abcdef1234567890

t = exprl6( 1340783416 )

c = exprl6( 5621 )

o - DN ( $key, $t, $tc, $c, $q)

the correct result = exprl6( 49845, 4 )

if $a != $the correct result

pkcs_encrypt_pad

pkes _encrypt pad

AFE 4 = pkes encrypt pad ( FEINEEHE, 163EHIBK )

iR el 578 Ja ¥ IS

pkcs_encrypt unpad

pkes encrypt unpad

AF &4, = pkes_encrypt unpad ( JEFEEHIEHSC )

iR [ 25 R Te 1 SR R e

pkes_encrypt_pad_ff

pkes encrypt pad ff

A4, = pkes_encrypt _pad ff( FRINZEHE, 163EHIEK )

iR BHTE A IS0,

pkes_encrypt_unpad_ff

pkcs encrypt unpad ff

AR 44 = pkes encrypt unpad ff( 3EHFEJEHIEA )

iR ol L e R A BiE . Spkes_encrypt_unpadffi bk, XTSI ZERA

023 00 4k 91 1
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IE

pkcs_sign pad

pkcs_sign pad

g4 = pkes_sign pad ( fFELAEHE, 1683HHIBK )

AR FH T J R 9 S

pkcs_sign unpad

pkcs_sign_unpad

B4 = pkes sign unpad ( HFAFHC )

iR [ 545 RS 1 IR a6 Bt

show ansi_string

show ansi string

AR E 44 = show ansi string( ¥, # XHriR )

show_utf8 string

show utf8 string

AFE 4, = show utf8 string( i, # XHriR )

show_utf7 string

show utf7 string

AR E 4, = show utf7 string( i, # YRR )

show utfl6 little string

show utfl6 little string

A4 = show utfl6 little string( HdE, # YFRiE )

show _utfl6 big string

show utfl6 big string

A4 = show utfl6 big string( $¥E, # UAFiIH )

show_string

show_string

A4 = show string ( Fds, AR, & UFRH )

0. 0. 5. 8 FrinEL

new_sm2_ecc_kdf

new sm2 ecc kdf

AZ 42 = new sm2 ecc kdf( Z, 16iHIkKE )

u2f escape_command

u2f escape command

A4 = u2f_escape _command ( 1T #EH]FFF, apdutg 4

)

24 71 4L 91 T
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open_process_lock

open_process_lock

AF &4 = open_process_lock ( FRFHEKALIFESLT )

o = PBCHIDEOCESSIIOEN ( “=bc” )
aa = 88
b = CICHSCNPROUSSSINIORR ( “abc” )

BB A A, A — N TR FE AR O JERL, opentirelease
Z IR BB A — N AR PIAT, FLAd 3R U S5 A5 SE AR

release process_lock

release process lock

A4 = release process_lock ( FREMAELFEAT )

u2f escape_send

u2f escape_ send

Ax g4 = u2f escape send ( tpdu#dE )

u2f escape_recv

u2f escape recv

AZ A4, = u2f escape recv()

getbit

getbit

R4 = getbit (Hd, 16EEHINOIFAA TR, mhL, (KAL)

xx = getbit( aabbccdd, 02, 07, 00 )

getbit right

getbit right

A = getbit right (M, 16HEHRINOIFAG TR, wfL, KAD)

xx = getbit right( aabbccdd, 02, 07, 00 )

aes128 encode_ofb

aes128 encode ofb

AZE 4 = aesl28 encode ofb( icv, data, key )

aesl28 decode ofb

aesl28 decode ofb

AZ 4 = aesl28 decode ofb( icv, data, key )

aes192 encode ofb

aesl192 encode ofb

AZ A4 = aesl92 encode ofb( icv, data, key )

025 7 4k 91 W
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aesl92 decode ofb

aes192 decode ofb AZ 44 = aes192 decode ofb( icv, data, key )
aes256_encode ofb
aes256 encode ofb AZ B4 = aes256 encode ofb( icv, data, key )

aes256_decode ofb

aes256 decode ofb AZ B4 = aes256 decode ofb( icv, data, key )
sm4d_encode _ofb
sm4_encode_ofb AZe 4 = smd_encode ofb( icv, data, key )

sm4d_decode ofb

sm4 decode ofb A4 = smd _decode ofb( icv, data, key )
aesl28 encode ctr

aesl28 encode ctr AZ g4 = aesl28 encode ctr( icv, data, key )
aesl28 decode ctr

aesl28 decode ctr AZ 4 = aesl28 decode ctr( icv, data, key )
aesl92 encode ctr

aesl192 encode ctr A4 = aesl92 encode ctr( icv, data, key )
aesl92 decode ctr

aes192 decode ctr AZE A4 = aesl92 decode ctr( icv, data, key )
aes2b6_encode ctr

aes256 encode ctr AZ A4 = aes256 encode ctr( icv, data, key )
aes2b6_decode ctr

aes256 decode ctr AZ 42 = aes256 decode ctr( icv, data, key )

%26 W
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sm4_encode_ctr

sm4 encode ctr AZ 44 = sm4 encode ctr( icv, data, key )
sm4_decode ctr

sm4 decode ctr AZ 44 = sm4 decode ctr( icv, data, key )
gbk gb18030

gbk_gb18030 A4, = gbk _gh18030( gbk )
utf8 gh18030

utf8 gb18030 AR A4 = utf8 gb18030( utf8 )
utfl6 little gbh18030

utfl16 little gb18030 AZEE AL = utfl6 little gb18030( utfl6 little )
gb18030 utfl6 little

gb18030 utfl6 little AZ 44 = gb18030 utfl6 little gh18030( gb18030 )
utfl6_big gb18030

utfl6 big gb18030 AZ A4 = utfl6 big gh18030( utfl6 big )
aesl128 cmac

aes128 cmac AZEE A4, = aesl28 cmac( icv, data, key )
aesl192 cmac

aes192 cmac AZ A4, = aesl92 cmac( icv, data, key )
aesl192 cmac

aesl92 cmac AR A = aes192 cmac( icv, data, key )

sm4_cmac

sm4 cmac

= sm4 cmac( icv, data, key )

27 W’
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ansi_utfl6_little

‘ansifutf16flitt1e

ansi utfl6 little( ansi format string )

ansi_utfl6 big

| ansi utf16 big

ansi utf16 big( ansi format string )

utf8_utfl6_little

| utf8 utf16 little

utf8 utfl6 little( utf8 format string )

utf8 utfl6 big

| utf8 utfl16 big

utf8 utfl6 big( utf8 format string )

aes128 encode _cfb

aes128 encode cfb AZ g4 = aesl28 encode cfb( icv, data, key, slen )
aes128 decode _cfb

aes128 decode cfb AR aes128 decode cfb( icv, data, key, slen )
aes192 encode_cfb

aesl92 encode cfb AR aesl92 encode cfb( icv, data, key, slen )
aes192 decode_cfb

aesl92 decode cfb AR aesl92 decode cfb( icv, data, key, slen )
aes256_encode cfb

aes256 encode cfb AR aes256 encode cfb( icv, data, key, slen )
aes256_decode cfb

aes256 decode cfb AR aes256 decode cfb( icv, data, key, slen )
sm4_encode_cfb

sm4 encode cfb AR sm4 encode cfb( icv, data, key, slen )
sm4_decode_cfb

sm4 decode cfb AR sm4 decode cfb( icv, data, key, slen )

H

b=l
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=



\jlj Sn00per Script programming language

des_encode_cfb

des encode cfb AZ 44 = des encode cfb( icv, data, key, slen )
des_decode_cfb

des decode cfb AZ 44 = des decode cfb( icv, data, key, slen )
3des_encode_cfb

3des encode cfb AZ 44 = 3des encode cfb( icv, data, key, slen )
3des decode cfb

3des decode cfb AZ 4, = 3des decode cfb( icv, data, key, slen )
3des24_encode_cfb

3des24 encode cfb AZ 4, = 3des24 encode cfb( icv, data, key, slen )
3des24_decode_cfb

3des24 decode cfb AZ 4, = 3des24 decode cfb( icv, data, key, slen )
des_encode_ofb

des encode ofb AZF 4 = des encode ofb( icv, data, key )
des_decode_ofb

des decode ofb AZE 4 = des decode ofb( icv, data, key )
3des_encode_ofb

3des encode ofb AZ 4 = 3des encode ofb( icv, data, key )
3des_decode_ofb

3des decode ofb A3 4 = 3des decode ofb( icv, data, key )
3des24 encode_ofb

3des24 encode ofb AZ 4 = 3des24 encode ofb( icv, data, key )

H

b=l
p3
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3des24_decode_ofb

3des24 decode ofb

AZ B4 = 3des24 decode ofb( icv, data, key )

des_encode ctr

des encode ctr

AZ 44 = des encode ctr( icv, data, key )

des_decode_ctr

des_decode ctr

AZ 44 = des decode ctr( icv, data, key )

3des_encode_ctr

3des_encode _ctr

AZ 4 = 3des encode ctr( icv, data, key )

3des_decode_ctr

3des_decode _ctr

AZ g4 = 3des decode ctr( icv, data, key )

3des24_encode_ctr

3des24 encode ctr

AZ 4 = 3des24 encode ctr( icv, data, key )

3des24_decode_ctr

3des24 decode ctr

AZ 4 = 3des24 decode ctr( icv, data, key )

des_cmac

des cmac AZ 4 = des cmac( icv, data, key )
3des_cmac

3des cmac AZ 4 = 3des cmac( icv, data, key )

3des24 cmac

3des24 cmac

AR 4 = 3des24 cmac( icv, data, key )
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0. 0. 5. 9 FrHg N4+

rockey4_encode

rockey4 encode A4

rockey4 encode( data, key )

rockey4_decode

Kt

il

i
|

rockey4 decode

= rockey4 decode( data, key )

chor BR¥ZH

cbor init( index, cbor data )

cbor stream get( index )

HFcbordgmtd. fi#hd, indexs&cborfmfdxt L& 5!,
A R FZ00-03.

{87 R V2%

a= _( 00, 77 )

// B

a = _( 00, HRHHE )

{§iFHcbor stream get( index ) HUAS4H N HI{E

cbor stream analy( cbor data )
cbor stream to encode( index, chor data )

cbor stream to decode( index, chor data )

WA init2Ja, ATCLHA LA BBt AT 704, Bk
Ji

cbor get current( index )

A RS RAIAS AT X R

cbor write positive( index, value )
cbor write negative( index, value )
cbor write any( index, value )

cbor write map start( index, value )
cbor write byte string( index, value )
cbor write text string( index, value )
cbor write array start( index, value )

cbor write bool ( index, true of false )

chorZmhd BK %

blakehash BER#(ZH

blake224 hash ( data )
blake256 hash ( data )
blake384 hash ( data )
blake512 hash ( data )
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blake224 hash init ( data )
blake224 hash update ( data )
blake224 hash dofinal ( data )
blake256 hash init ( data )
blake256 hash update ( data )
blake256 hash dofinal ( data )
blake384 hash init ( data )
blake384 hash update ( data )
blake384 hash dofinal ( data )
blake512 hash init ( data )
blake512 hash update ( data )
blake512 hash dofinal ( data )

oid_encrypt

oid _encrypt

BE4 = oid encrypt ( PP oid )

x = [RGHCHCIYDE ( 1.2.840. 113549.2.5” )

MD5
2A864886F70D0205

oid_decrypt

oid decrypt

ARE A = o0id decrypt ( oid )
R [Eutf16-11ttlets M7 H

x = DHGNGHORYPN ( “1.2.840.113549.2.5” )
- show utf16 little string! oid decrypt! § i :

MD5
2A864886F70D0205
y p—
1.2.840. 113549. 2. 5
MD5
[] []
[1 1.2.840.113549.2.5 (]
[] []
crc32
cre32 BEY = cred2( 47 TereWligthin s, frerclI%dE )

x = [B0888 ( 00000000, 74 )

32 0
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| |« = B8 ( 5+, 68656D6531206A6568796C6C2D7468656D652D736C6174650A ) |

rcd crypt
rcr_crypt B = rer_crypt ( B¥E, %8 )
x = ORIl ( 1122, 1122)
v = OO ( $x, 1122)
getopenfilename
‘getopenfilename Ax g4, = getopenfilename ( “ & SCAE\O*. jpg” ) l
getsavefilename
‘getsavefilename AR = getsavefilename ( “EIJy3CAF\0*. jpg” ) ‘
CreateProcess
‘CreateProcess Az g4 = CreateProcess( EXE, Para, b wait to quit ) ‘

0. 0. 5.9 lR——MFERIEF

1) JHER T superlong gy, XM INRER] LLSLE—1T
2)  EPT pause FKEFHIE D INEE, pause HSZ RS
3)  MIEE T runtime_replace XY, AN ZFrILINEE

0. 0. 6. 0 FHrig N4

libusb B¥UKR, IR 00 BT, dE 00 &K

libusb init

libusb exit

libusb_finddevice by interface | vid, pid, interface class

libusb opendevice

libusb closedevice

libusb claim interface interface ul

libusb control transfer request type ul, request ul, value u2, index u2,

read len u2

libusb control transfer raw raw data
libusb bulk transfer endpoint, data
iap2 checksum data

libusb set timeout time ms

libusb reset device
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‘libusbisetfconfig ‘ config ul
PLC HUMRIEHIREUR, RE 00 BRI, = 00 2RI
fn_openplc port _num, baudrate

fn closeplc

fn_runlamp control onflag 01 or 00, fixtype t409c 01 t409e 02

fn_arm zero armid based 0, speed hz, low speed hz

direct 00 indirect 01, isplus

fn_arm motion armid based 0, speed hz, low speed hz
direct 00 indirect 01, ispuleses, rate, iscam, isplus
fn_calculate pulse num micro step, unit range, goal distance
SRR, THTIRARZERIIR, $EMKicSERAT DT RS R
mark test w54
mark set w54, WweE
M ECGE NG S N
mark get w54
SIS A
mark del w54
MHIBR AL 5
mark remove all R BT il
clear
X = _( “already reset” )
if $x == 00

// already reset is not exist

X = -( “already reset”, 88 )
x = [ ( “cee”, 88)

zzz = 00
else

727 = -( $222, 01 )
endif
X = -( "already reset” )
if $x =""

?

pause
endif
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)
« - o)

if $x != 00
?
pause
endif

json ¥ (HAT R ZFRHEEINEE)

json_load

“json3fF4L”

IR 100 7 LT
HAt R R K

X _( $settings name )
if $x =00
?
? THABINE S
X = _( $settings name )
pause
endif

/) INE 25 jsonff B A 1T R 44 5 AR
KeyVersion = 24 ( 0x18 )
Option = 2 ( 0x02 )
string SCPllc.CardGrouplD = 01020304
string SCPllec. Curve.k = 01

int
int

int SCP1lc.Digest = 33 ( 0x21 )
string SCPllc.HostID = 8080808080808080
bool SCP11c. IncludeHostID = true

int SCP11c.KID CA KLOC = 16 ( 0x10 )
string SCPllc. KPR =

int SCP1lc.KeyLength = 16 ( 0x10 )

string SCPllc.Key DEK =
string SCPType = _

int sLevel =0 ( 0x00 )
Jjson_dump N Json S P 45 R
json get “JsonTiE 4

scpllc oce 1 0

= ORI ( “scpllc. oce[110017 )

X LGN 25 R A 2 R
® X TintB, WRCAFIAER0x1L, B KRR

35 71
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00000011, ByF &K
o XFstring®, WRXHFFHMINERZ” 12347 , BUERT
J£31323334, FAfi Fparse R 3 plk — 304

h2s

h2s h2s BRI 2 BT Inum2 txt (50 44, IXRE A2 2 RS A i i h2s i3k 1T 8%
e, H TIXFERIH 4R R R R AR

num2txt BEY = num2txt ( FAEHE )
HINGE00, FHiE” 007, HmiE3030, LK.

parse

parse parse PR EUE 2 AT 1 txt2numf) 5 42, X AE IR R ONARRS 4 H par seidk
THAR, B T IR 42 F ok bh i &

txt2num 4 = txt2num ( HEGANERE )
HINAZ” 00”7, ELZE3030, FiHZ00

fthub_init

fthub_open

fthub_close

fthub init x = fthub init()
AfEHAR L, R SZEF—/Nhub
fthub open x = fthub open( 1673 05, 00-07 )

NI, A SCRF—Shub

fthub close

x = fthub close ( 163iuG 05, fRH )

N EE L, R SCRF— hub

[
if $x != 00
?
pause
endif
num = 00
for i = 0 to 400
X = _( $num )
if $x != 00
?
pause
endif
sleep 100
num = -( $num, 01 )
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if $num > 07
num = 00
endif
x = [FERUDNCIORE ( $nun ) // EERH
if $x !'= 00
?
pause
endif
next 1
unix_utc
utc_unix
unix_ute x = [INRRNRE ( 11228844 )

477 uni x ) [A] R

<

utc_unix v = BN ( 790210062300 )

=]

v = IR ( 19790210062300 )

£

657N AT ut el [A]

fthub_init 2
fthub_open_2

fthub_close 2

fthub_init 2 5fthub ini tAH[F], JEERECCHEH HIR 1Thub

fthub open 2 Eifthub_opentH[F], ek 7 HLIE [Thub

fthub close 2 Efthub_closeff[d], e SZFrH IR hub
check tlv

check_dcep_tlv

check tlv y - CRCRBON ( $input )
clear
prompt off
¢ = @B ( 130, 55)
x =40( $t )
v = (ORI ( $x )
if $v != 00

37 W
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?

pause
endif

¢ = @B ( 130, 55)

x =40 81( $t )

v - | ( 5 )
if $y 1= 00
?

pause
endif

EE B EEEE
Compare
a0 01 02 03 04 05 08 OF 08 09 04 OB OC 0D OFE OF
Qood  FEF

Pauze at Line 10
The script hasz paused, preszs "FBF' to continue
(ci@)ﬁ 55 55 55 55 55 55 55 5 55 6§
B G5 B GBhH BhH BhH BhH &BhH BhH BhH BhH hBhH &b
A5 G5 B Gh BH &BhH BhH &Gh BhH ABh BSH hhH &b
B BB B BR BE BR BEH BR BE: BR BE: BE &b
B BB BB BB BB &BE BB &BE hBE &BE &R &b &b
B G5 B GBhH BhH BhH BhH &BhH BhH BhH BhH hBhH &b
A5 G5 B Gh BH &BhH BhH &Gh BhH ABh BSH hhH &b

55 bBB BB BE BH GBS BE BB BR BE BR BE GE
55 BB bBH BH B

ek B A tlv, ASRIERRIRIEI00, ARAIERG, iR[F19E00

check dcep tlv

{d0)f82==55==559 55 55 55 B 55 65 BE BF &R

5 55 55 ER 'BE 'BE B5 55 B R BE B5 B&
'BE BR RE 55 G55 BE G5 GBS 55 G55 G5 BE BE
'B5 55 55 BE B5 G55 55 B BE BE BH BH BE
‘65 55 BR BR BE 55 G55 BE BE 'BE 55 G5 BR
‘65 55 BR BR B5 B5 G55 'BE BE 'BE G5 G55 BR
'BE BR RE 55 G55 BE G5 GBS 55 G55 G5 BE BE
'B5 55 55 BE B5 G55 55 B BE BE BH BH BE

N
R
ST
e
R
e
ST
e

.
e
e
e
o
e
e
e

- Qo 01 02

-——= o0

56 Bh
55 Bh
55 55
55 Bh
56 Bh
55 Bh
55 55
55 Bh

55
Gl
55
55
55
Gl
55
55

v - HECHNEERNE ( 5input )

MR ¥ 5 check t1vful

38 11

i

7N

91 I



\i\z Sn00per Script programming language

aesl28 encode ccm
aesl128 decode ccm
aesl92 encode _ccm
aesl192 decode ccm
aes256_encode_ccm

aes2b6_decode_ccm

aes_128 encode ccm

key =C0 Cl C2 C3(C4Ch Cb C7 C8 C9 CA CB CC CD CE CF

nonce = 00 00 00 03 02 01 00 AO Al A2 A3 A4 A5

Adata = 00 01 02 03 04 05 06 07

// Adata =

len adata = -( $adata )

m = 08 09 OA OB OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B 1C 1D 1E

X = _( $nonce, $adata, $m, $key, 08 )
cipher = -( $x, int(16 + 0x$len adata), 23 )

R [ B4 73 g4~ B oy

® [i0x10/NFT5 B0

aes 128 decode ccm

® JEBAE Nffadata, 5% NEEE K A

® H3, HHICKEZMIFA

® mac, KEHAMAITEE

y = _( $nonce, $adata, $cipher, $key, 08 )

3
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0. 0. 6. 1 Frig w4

aes128 encode gem
aesl128 decode gcm
aes192 encode gem
aes192 decode gem
aes2b6_encode_gcm

aes256_decode_gcm

aes 128 encode gcm Key =

£5a2b27¢74355872eb3efb6ehHfeafaa’740e6ae990d9d48¢3bd9bb8235e589£010
IV 58d2240f580a31c1d24948e9
Tag = 15e051abed4abfbdabecea92e2ebeebbac

tonxx - [SDSONCHEOUGNEGH ( $iv, "7, "7, $key, 10)

if $tem xx != $tag

?
pause
endif
XX = _( $iv, , , $key, $tag )
if $xx 1=
?
pause
endif
Key = 11754¢d72aec309bfH2{7687212e8957
IV = 3¢819d9a9bed087615030b65
Tag = 250327c674aaf477aef2675748cf6971

ten o - SSIBRNGNGOUGNES 51V, , , $Key, 10)

if $tem xx != $tag
?

pause
endif

XX
if $xx 1=77

?

AESPSNREOMENEGH ( 5iv, Skey, $tag)

=
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pause
endif

N - -

Key = 0e00c76561d2bd9b40c3¢c15427e2b08 T

1v =
492cadaccd3ca3fbc9ct9f06eb3325¢4e159850b0dbe98199b89b7af528806610b663
998e1eae80c348e74cbb921d83266316311c6a5d304£39166daf7ealbfal 977101819
adbb10bb0fe9932e12cHa8bhaaldfd1e73d8d760af218be829903a77¢63359d75edd91b4
f6ed5465a7266215055999e059e7654a8edc921aa0d496

PT =
fef03c2d7fb15bf0d2df18007d991967c878ad59359034f7bb2¢c19af120685d78e32f6
b8b83b032019956¢a9c0195721476h85

AAD =
d8f1163d8c840292a2b2dacf4ac7c36aff8733f18fabb4dfab594544125e03d1e6e5d6d
0fd61656¢8d8f327¢92839ae5539bb469c¢9257f109ebff85aad7bd220fdaa95¢022dbd
0c7bb2d878ad504122c¢943045d3cHeba8f1£56c0

CT =
416¢f471be7cbd2575cdbal747aea8fe9dea83e51936beac3eb68£66206922060c697 1T
a7af80ad6bb68f2cf4fc97416eeb2abe

Tag = e20b6655

tem xx = _($IV, $PT, $AAD, $Key, 04)
if $tem xx !'= $CT $Tag

?

pause
endif

XX = _( $iv, $tem xx, $aad, $key, $tag )
x = [ ( $xx )
« = S sx, SEGN )
vy = [l ( $xx, 00, $x )
if $yy 1= $pt
?
pause
endif

B IR A 192 5
o HHAEL, SR
o nac, KM

aes_128 decode gcm

y = aesl28 decode gem( iv, data, aad, key, mac )

%41 00 3L 91




\l‘) SnOOper Script programming language

asnl_reset

asnl length begin
asnl data

asnl pushtlv

asnl length _end

asnl final

FHi% ~ asnl_reset{)
x = IIIIIIII( 31)
inc_indent
- asnl_length begin!!
x = IIIIIIII( 30 )
inc_indent
- asnl_length_begin!)
x = IIIIIIII( 06 )
inc_indent
- asnl_length begin!!
« = HSWINEEEE ( 04 00 7F 00 07 02 02 02 )
- asnl_length_end )
dec_indent
x = IIIIIIII( 02 )
inc_indent
- asnl_length begin!!
x = IIIIIIII( 02 )
- asnl_length_end )
dec_indent
- asnl_length end !’

dec indent

- ESHIUSERN ( 02, 9999 )

- ESHINDUSHEN ( 02, 88888888 )

= EERIIDUSRN ( 02, 77777777777777TTT7TTTT )
- asnl_length_end!)

dec_indent

[

L o

X =

3126300D060804007F000702020202010202029999020488888888020B7 77777777777
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U777
- [@]ir:51, 00000, L 002Z8) SET
- F= (T:30, 0:000Z, L:000D) SEQUENCE
€ cr:0s, 0:0004, L:0008) OBJECT IDENTIFIER : bsiTA |
] (T:02, 0:000E, L:0001) INTEGER : 02
7] tr:02, 0:0011, L:000Z) INTEGER : 9993
] (T:02, 0:0015, L:0004) INTEGER : 58858855
] (T:0%, 0:001B, L:000B) INTEGER : TTTTTT77T77TTTTT77777

settlv

v = gettlv( $x, 31 30 02, aaaaaaaaaaaaaaaaaaaaaaaa )

7 =
31313018060804007F0007020202020CAAAAAAAAAAAAAAAAAAAAAAAA02029999020488
888888020B7777TTTTTTTTTITTTT7777

- [@] er:31, 0:0000, L:0031) SET
-F=m (T:30, 0:000Z, L:0018) SEQUENCE
€ (.05, 0:0004, L:000S) OBJECT IDEWTIFIER : b=iTA (0.4.0.127.0.7.2.2 2)
] (T:02, 0:000F, L:000C) INTEGER :© AAAAAAAAAAAAAAAAAAAAAAAA
7] (T:02, 0:001C, L:000Z) INTEGER : 9999
] (T:02, 0:0020, L:0004) INTEGER : 8558055
] (T:0Z, 0:0026, L:000B) INTEGER : TTTTTT77777TTTTTT77777

% = gettlv( $x, 31 02, aaaaaaaaaaaaaaaaaaaaaaaa, 02 )

7 =
3127300D060804007F000702020202010202029999020488888888020CAAAAAAAAAAAA
AAAAAAAAAAAA

- (@5 000000, L 002T) SET
-.F=m (T:30, 0:000Z, L:000D) SEQUENCE
€ (.05, 0:0004, L:000S) OBJECT IDEWTIFIER : b=iTA (0.4.0.127.0.7.2.2 2)
] (T:02, D:000E, L:0001) TNTEGER @ 02
7] tT:02, 0:0011, L:0002) INTEGER : 9999
] (T:02, 0:0015, L:0004) INTEGER : 8554055
] (T:02, 0:001F, L:000C) TNTEGER : AAAAAAAAAARAAAAAAAAAAAAA

gettlv_bypath

settlv_bypath

% =
3037A003020102020A34A20E85000000002CD6300D06092A864886F70D010105050030
1531133011060A0992268993F22C6401191603636F6D

="/0/3/0/0/0"
”/0/0/0”

= gettlv bypath ( $der, $path )
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new der = _( $der, $path, 888888 )

compare $der, $new der

Compare
oo 01 02 03 04 05 0F OF 08 09 04 OB 02 0D OF OF ——— 00 01 02 03 04 05 0F OF 08 08 04 OB
Qoog 300 37 A0 03 02 01 02 02 04 34 42 0F 85 00 00 00 -———— 30 38 A0 05 02 03 B8 B8 88 02 04 34
0010 00 2C DE 30 0D 05 09 24 85 48 85 F7T 0D 01 01 0F ——— 00 00 00 20 D8 30 0D 0F 0F 24 35 48
QD20 05 00 30 15 31 13 30 11 05 OA 09 B2 28 89 D3 F2 ——— 01 05 05 00 30 15 31 13 30 11 0§ 04
0030 2C 54 01 19 18 03 63 6F 60 — — -——— B3 F2 2C 64 01 19 16 03 63 6F 6D

passport_calcdigit

Pk x = DASSDORUNCAIGHIENE ( “11223344” )

x = 38
ext_euclid
F% WA RO LEAEE, R Aa, bIE, B3k, ySsignird

Wifa*xx - bxy=1, Blb*xy - a*xx=1

/) FRMJLVEAREE, HiE 0t E
a = 80

b = 5b

Xy - ERONeNe ( 5o, sb)
X = -( $xy, 0, 4)

y - [l $xv, 4, 1)
ged = -( $xy, 8, 4)
sign = -( $xy, 12, 1)

X a = IIIIII( $a, $x )
y_b - BEEN ( b, $v)

res = -( $x a, $y.b)

a = 80

b = 5B

xy = 000000200000002DFF
x = 00000020

y = 0000002D

ged = 00000001

sign = FF

x_a = 1000

y_b = OFFF
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‘ res = 0001
a - new_sm2_generate keypair (]
self pri = -( $a, 32 )

self pub = -( $a, 64 )
new_sn2_generate_keypair )

a =

self tmp pri = -( $a, 32 )
self tmp pub = -( $a, 64 )
a ~ new_sm2_generate_keypair (]
other pri - BBl ( 32, 32)
other_pub - BB ( $o, 64)
a ~ new_sm2_generate_keypair (]

other tmp pri = BB $a, 32)
other tmp pub = [HEHN( $a, 64 )

self_id - @8 16, 11)

other_id = @8 16, 22)

keyab = _( 00, $self pri, $self tmp pri, $other pub,
$other tmp pub, $self id, $other id )

keyba = _( 01, $other pri, $other tmp pri, $self pub,

$self tmp pub, $other id, $self id )

if $keyab != $keyba
?
pause

endif

self pri = 7D511F0A173101AD4B1E204956946F6C6E1BOAO87CIFHAFC405751CD74C87429

self pub =

13F17A6A022AFFE04523A1BABE9A65C3BB3BI90EDB57404F 1DACC80C048E57BB50TEF820388F0771D2C5AA92DAES3
B75732C8A774F838E1095FC2E4E836F 7FB29

self tmp pri 16332BBB07B929915707348063EF6B922A7578C7203D405514CB2B5A6A1F6D93

self tmp pub =
D15AA0A9EBO24EE12AF054D6BF25A8887CF6C5CCI910DD535C6ESD2DADODD2707A378F38876B37675B985591E403
028FASE10BD0020F7F27608CA4FDF2A95745

other pri = 581C3B64332F12386F874C02278249A0531906B8715F44B16A1F3155230C76CD
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other pub =
1D9E4517A0483378B59CCDSCD65DSA6F 180FA85850102E0CFCEOFD6E27B38C4D7434456860CF9292B0E29505F7CE
8A23031F6997EFBEF90C18FAA1EBS96A2F94

2B3B097C799A6F9333BA3D785CC26B37031456B663EB605F0C5233CT18E337D8

other tmp pri
other tmp pub =
5FFE69C7756B2B14B3CC131A10ABOEODADICS778F89ES2CDHCI94E354D8F80592ACD3B97849C1 SFBFAA3SE3456C60
ChETCC5581691681DES7FEDFELIE720165CB2

keyab = _( 00, $self pri, $self tmp pri, $other pub,
$other tmp pub, $self id, $other id )
keyba = _( 01, $other pri, $other tmp pri, $self pub,

$self tmp pub, $other id, $self id )

if $keyab != CF41314ECF7COFEDB67CC92D62C5434C0E33C07264120F85990E5BI8EC88B4FS
?

pause
endif

if $keyba != CF41314ECF7COFEDB67CC92D62C5434C0E33C07264120F85990E5BI8EC88B4AFS
?

pause
endif
big mod_u32
v big a = -( 13 )
small b = bb

5
m = ( $big a, $small b )
r = _( $big a, $small b )
XX = -( $m, $small b )
XX - DB ( $xx, $r)

if $xx != $big a
?

pause
endif

big a = 8A696809FB9895936B5B547EGD

small b = 5B
m = 000000018560CAA8BE29073F11E1FBC3
r = 0000001C

xx = 8A696809FBI895936B5B547EH1
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xx = 8A696809FB9895936B5B547EED

0. 0. 6. 2 FrHg N4+

new_sm9 gen sign master key

new_sm9 get sign master key

new_sm9 gen sign pri key

new_sm9 sign

new_sm9 verify

JJERFS

/] HERERATLEA

x  new_sm9_gen sign master key)
pri = M@( $x, 0, 32)

pub = -< $x, 32)

/] A A

delc - [NSHONECRRS SRS ( FRSMSERNE ( \1ice” ), 01, Spri)

// R PR A i br

/] B E A 2 4 A e A i R R A DA

// 4T AV ks: 0130E7 8459D785 45CB54C5 87E02CF4 S80CEOB66 340F319F
348A1D5B 1F2DC5F4

// B4 F N HPpub-s = [ks]P2 = (xPpub-s , yPpub-s):

// HMeF¥RrxPpub-s: (9F64080B 3084F733 E48AFF4B 41B56501 1CE0711C 5E392CFB
0AB1B679 1B94C408,

// 29DBA116 152D1F78 6CES43ED 24A3B573 414D2177 386A92DD
8F14D656 96EA5E32)

// AeF¥RryPpub—s: (69850938 ABEAO112 B57329F4 47E3AOCB AD3E2FDB 1A77F335
E89E1408 DOEF1C25,

// 41E00A53 DDA532DA 1A7CE027 B7A46F74 1006ES5F 5CDFF073
0E75C05F B4E3216D)

ks = 000130E7 8459D785 45CB54C5 87E02CF4 S80CEOB66 340F319F 348A1D5B
1F2DC5F4

pub = CSHONECUNSRNNISUORNReY ( $s )

if $pub !=
9F64080B3084F733E48AFF4B41B565011CE0711C5E392CFBOAB1B6791894C40829DBA1
16152D1F786CE843ED24A3B573414D2177386A92DD8F 14D65696EALE3269850938ABEA

47 7 4L 91 W




\l‘) Sn00per Script programming language

0112B57329F447E3AOCBAD3E2FDB1AT7F335E89E1408DOEF1C2541E00A53DDA532DA1A
TCE027B7A46F741006E85F5CDFFO730E75C05FB4E3216D
?

pause
endif

ida = HNCHNSURINE ( “Alice” )
01

hid =

// 4 FEdsA = [t2]P1 = (xdsA, ydsA):

// MAbrxdsA: A5T02F05 CF131530 5E2D6EB6 4BODEB92 3DB1AOBC FOCAFF90
523AC875 4AA69820

// MAbrydsA: 78559A84 4411F982 5C109F5E E3F52D72 0DD01785 392A727B
B1556952 B2B013D3

dsa = [EHNSNONBORNSHBINDRINREY ( $ida, $hid, $ks )
if $dsa =
A5702F05CF1315305E2D6EB64BODEB923DB1AOBCFOCAFF90523AC8754AA6982078559A

844411F9825C109F5EE3F52D720DD01785392A727BB1556952B2B013D3
?

pause
endif

// B4R A O AE
/) 2440 EM: Chinese IBS standard
// M 1116 HEHIFx: 4368696E 65736520 49425320 7374616E 64617264

m = _( “Chinese IBS standard” )

T s = _( $m, $pub, $dsa )
r =Ml $rs, 0, 32)

s - MM $rs, 32)
res = [CHNSHOBNCEIY ( $m, $ida, $hid, $pub, $r s )

if $res != 00
?

pause
endif

O ” ”
! success
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new_sm9 get saved random

| | 45 smOiz S i B LS

new_sm9 gen_encrypt _master key
new_sm9 get encrypt master key
new_sm9 gen encrypt pri key
new_sm9 encrypt_block

new_sm9 encrypt_stream

new_sm9 decrypt_block

new_sm9 decrypt_stream

il x ~ new_sm9_gen_encrypt_master_key (!
pri = -( $x, 0, 32 )
pub = -( $x, 32)

$pri )

8AF4AD85 CEDE1C22

ABC66E3C 80A892FF

3F220F64 4C57A7B1
// INEFVHA R EOR I fFFhid: 0x03
// SEARB HIFRIAIDB: Bob

// 1DB [16 #EiR7R: 426F62

8AF4AD85 CEDE1C22

pub - [SHONOUNCHORD UM OGRS ( o1 )

if $pub !=

?

pause
endif

// %N iHPpub—e = [ke]P1= (xPpub—e , yPpub—e):
// AeFrxPpub—e: 78TED7B8 A51F3ABS 4E0A6600 3F32DA5SC 720B17EC A7137D39

enc pri = [SONINONCR DU ( SIISENNE ( sob ), 03,

pri = 0001EDEE 3778F441 FSDEA3D9 FAOACCAE O7EE36C9 3F9A0861

// N#E FFAEHke: O1EDEE 3778F441 F8DEA3D9 FAOACCAE 07EE36C9 3F9A0861

// HtFryPpub—e: 769DE617 91E5ADC4 BIFF85A3 1354900B 20287127 9A8C49DC

787EDTB8AS1F3AB84E0A66003F32DASCT20B17ECAT137D39ABC66E3C80ABI2FF769DEG
1791E5ADC4BIFF85A31354900B202871279A8C49DC3F220F644C57ATB1

b=
H

=
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idb - SRR ( “Bob” )
= 03

hid

// 15 deB=[t2]P2=(xdeB, ydeB):

// 21

// MsFrxdeB: (94736ACD 2C8C8796 CC4785E9 38301A13 9A059D35 37B64141
40B2D31E ECF41683,

// 115BAES5 F5D8BC6C 3DBDIES3 42979ACC CF3C2F4F 28420B1C
B4F8COB5 9A19B158)

// Ms¥rydeB: (7TAASE475 TODA7600 CD760A0C F7BEAF71 C447F384 4753FE74
FA7BA92C A7D3B55F,

// 27538A62 E7F7BFB5 1DCE0870 4796D94C 9D56734F 119EA447
32B50E31 CDEB75C1)

deb - CHNSHONEGNONCTYPDUNDRIREN ( $1db, $hid, $pri )

if $deb =
94736ACD2C8C8796CC4785E938301A139A059D3537B6414140B2D31EECF41683115BAE
85F5D8BC6C3DBDIES342979ACCCF3C2F4F28420B1CB4F8COB59A19B1587AASE47570DA
7600CD760A0CF7BEAF71C447F3844753FE74FATBA92CATD3B55F27538A62ETF7BFB51D
CE08704796D94CID56734F119EA44732B50E31CDEB75C1

?

pause
endif

m = _( “Chinese IBE standard” )

cipher - ENSHONCHORVDENONORR ( $1, $idb, $hid, $pub )
plain = CNNCHONUCCTYDUNDIORK ( $cipher, $idb, $hid, $deb )

if $plain != $m
?

pause
endif

cipher ~ [NISHONCHORVDURSURGEN ( $1, $idb, $hid, $pub )
plain = HCHISHONICCIYDURSUReAN ( $cipher, $idb, $hid, $deb )

if $plain !'= $m
?
pause

endif

50 I
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() ” ”
{ success

new _sm9 key pack

new_sm9 key unpack

JJERFS

// % FA\Fke: O1EDEE 3778F441 FSDEA3D9 FAOACCAE O7EE36C9 3F9A0861
8AF4AD85 CEDE1C22

// T NAPpub—e = [kelP1= (xPpub—e , yPpub—e):

// MA¥rxPpub—e: 787ED7BS A51F3AB8 4E0A6600 3F32DA5C 720B17EC A7137D39
ABC66E3C 80A892FF

// AAbryPpub—e: 769DE617 91E5SADC4 BIFFS85A3 1354900B 20287127 9A8C49DC
3F220F64 4C57A7B1

// INEFVHA R ECOR MIFFhid: 0x03

// SEARB HIFRIAIDB: Bob

// 1DB f16 #EHi5R7R: 426F62

pri = 0001EDEE 3778F441 F8DEA3D9 FAOACCAE 07EE36C9 3F9A0861 SAF4AD85
CEDE1C22
pub = [EHONECUNCHCRYDONIES USRS ( Spri )
if $pub !=
787ED7B8A51F3AB84E0A66003F32DA5CT20B17ECAT137D39ABC66E3C80A892FF769DEG
1791E5ADC4BIFF85A31354900B202871279A8C49DC3F220F644C57A7B1

?

pause
endif

ido - ENSINSURINg ( “Bob” )

hid = 03

// 1% deB=[t2]P2=(xdeB, ydeB):

// 21

// AebrxdeB: (94736ACD 2C8C8796 CC4785E9 38301A13 9A059D35 37B64141
40B2D31E ECF41683,

// 115BAESS F5D8BC6C 3DBDIESH3 42979ACC CF3C2F4F 28420B1C
B4F8COB5 9A19B158)

// AebrydeB: (TAASE475 70DA7600 CD760A0C F7BEAF71 C447F384 4753FE74
FATBA92C A7D3B55F,

// 27538A62 E7F7BFB5 1DCE0870 4796D94C 9D56734F 119EA447
32B50E31 CDEB75C1)

deb - FSHONORNCNCINDURDRINES] ( $idb, $hid, $pri )

3
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if $deb !=
94736ACD2C8C8796CC4785E938301A139A059D3537B6414140B2D31EECF41683115BAE
85F5D8BC6C3DBDIES342979ACCCF3C2F4F28420B1CB4F8COB59A19B1587AASE47570DA
7600CD760A0CF7BEAF71C447F3844753FE7T4FATBA92CATD3B55F27538A62ETF7BFB51D
CE08704796D94CID56734F119EA44732B50E31CDEB75C1

?

pause
endif

len = 10

REWISHONREYIPAeR ( $idb, $hid, $pub, $len )
k Bl ( $x, 00, $len)
c - [N ( $x, $len)

v - [SHONRESIHREER ( 5c, $idb, $dcb, $len)
if $y 1= $k
?

X =

pause
endif

//ﬁ—AKW

len =

- _( $idb, $hid, $pub, $len )
k= [l $x, 00, $len)

c = -( $x, $len )

v - [SHONRESIREER ( $c, $idb, $dcb, $len)
if $y != $k
?

X

pause
endif

O ” ”
! success

new_sm9 hl

JERES

x = FCHNSHON ( 112233,

B640000002A3A6F 1D603ABAFF58ECT4449F2934B18EASBEEES6EE19CD69ECE25 )
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new_sm9 key exchange

JJERFS

/TN B AN N A e A R R A S -

// In# F A ke: 02E65B 0762D042 F51F0D23 542B13ED S8CFA2E9A OE720636
1E013A28 3905E31F

// %% NiHPpub—e = [ke]Pl = (xPpub—e , yPpub-e):

// AAFrxPpub—e: 91745426 6SESF14A B273C094 5C3690C6 6E5DD096 78BSGF73
40435056 7ED06283

// AAFryPpub—e: 54E598C6 BF749A3D ACCOFFFE DDIDB686 6C50457C FCTAA2A4
AD65C316 8FF74210

// INEFVHA R ECOR M FFhid: 0x02

[/ SARA BIARIRIDA: Alice

pri = 0002E65B 0762D042 F51F0D23 542B13ED 8CFA2E9A OE720636
1E013A28 3905E31F
pub = [EHSHONECONCHCIYDUNIAS CERMReY ( $pri )
if $pub !=
9174542668E8F14AB273C0945C3690C66E5DD09678B86F734C4350567ED0628354E598
C6BF749A3DACCIFFFEDDIDB6866C50457CFCTAA2A4AD65C3168FF74210

?

pause
endif

o - R mice” )
idb = [NSHNSENNE ( “Bob” )
02

hid

dea - HEHNSHONSGNNONCIVDUNDRINRE ( §1do, $hid, $pri )

if $dea !=

OFESEAB395199B56BF1D75BD2CD610B6424F08D1092922C5882B52DCD6CA832A7TDASTB
C50241F9ESBEFDDCO75DDID32C7777100D736916CFC165D8D36E0634CD783A457DAFS2C
AD464C903B26062CAF937BB40E37DADEDIEDA401050E49C8ADOC6970876B9AAD1B7A50

BB4863A11E574AF1FE3C5975161D73DE4AC3AF621FB1EFB
?

pause
endif

deb - CHNSHONEGNONCHYPDUNDRINRE ( 1, $hid, $pri )

if $deb !=

74CCC3ACIC383C60AF083972B96D05CTHF12C8907D128A1 7TADAFBABSCS5A4ACEF701092F
F4DE89362670C21711B6DBES2DCDSFSE40C6654B3DECES73C2AB3D29B244B0294AA042
90E1524FF3E3DABCFD432BB64DE3A8040B5B88D1B5FC86A4EBC18CFCA8FBAFF37F1E27
727464F3C34E2153861AD0SE972D1625FCIATBD18D5539

3
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?

pause
endif

// BXrA Jy: 5879 DDID5IEL 75946F23 B1B41E93 BA31C584 AE59A426 EC1046A4
D03B06CS

// VFHERA=[rA]QB=( xRA , yRA):

// MAbRxRA: 7TCBASB19 069EE66A A79D4904 13D11846 BIBAT6DD 22567F80
9CF23B6D 964BB265

// MeFRyRA: A9760C99 CB6F7063 43FED056 37085864 958D6C90 902ABATD
405FBEDF 7B781599

ra = 00005879 DDID51E1 75946F23 B1B41E93 BA31C584 AE59A426
EC1046A4 DO3B06C8
rra = TCBA5B19 069EE66A A79D4904 13D11846 BIBATEDD 22567F80

9CF23B6D 964BB265 A9760C99 CB6F7063 43FED056 37085864 958D6C90
902ABA7D 405FBEDF 7B781599

// BrB A: 018B98 C44BEF9F 8537FB7D 071B2C92 8B3BC65B D3D6IEIE
EE213564 905634FE

// VHERB=[rB]QA=( xRB , yRB):

// AAFRxRB: 861E9148 5FB7623D 2794F495 031A3559 8B493BD4 5BE37813
ABC710FC C1F34482

// AAFRyRB: 32D906A4 69EBC121 6A802A70 52D5617C D430FB56 FBA729D4
1D9BD668 E9EBIG00

rb = 00018B98 C44BEFIF 8537FB7D 071B2C92 8B3BC65B D3D69ELE
EE213564 905634FE
rrb = 861E9148 5FB7623D 2794F495 031A3559 8B493BD4 5BE37813

ABCT10FC C1F34482 32D906A4 69EBC121 6A802A70 52D5617C D430FB56
FBA729D4 1D9BD668 EIEBI600

len =10
keyb = CHBSHOBRCYNCRCNANGE ( 00, $ida, $hid, $idb, $pub, $dea, $ra,
$rra, $rrb, $len )
if $keyb != C5C13A8F59A97CDEAE64F16A2272A9E7
?
pause
endif

keva = [CHBSHODRCYNCRCNANEE ( 01, $idb, $hid, $ida, $pub, $deb, $rb,

$rrb, $rra, $len )

if $keya != C5C13A8F59A97CDEAEG4F16A2272A9E7
?

3
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pause
endif

(‘) ” ”
I success

TR A

show _wsq_image

JJERES

wsq =
FFAOFFA8007B4E4953545F434F4D20390A5049585F5749445448203531350A5049585F
48454947485420343837......... FECCTFC4FCOF46E146D4A1FA9DA45F5BCHFC4162CFSD
DA79FC85100D4E4667103C24323F61D47BOED122C7B4276CEDOB287B549DDEB63763AB
4D34FA1ED3FA4FFFAT

x = | ECUINSEIEEE ( $vsq )

save wsq _to tmp

Fv% wsq =
FFAOFFA8007B4E4953545F434F4D20390A5049585F5749445448203531350A5049585F
48454947485420343837......... FECC7TFC4FCOF46E146D4A1FA9DA45F5BC5FC4162CF8D
DA7T9FC85100D4E4667103C24323F61D47B0ED122C7B4276CEDOB287B549DDEB63763AB
4D34FA1ED3FA4FFFAL
X = _( $wsq, “finger.bmp” )

big div

big mod

big mod div

X = IIIIII( 80 )

v = [EeH ( 60 )

q = DIENEN ( $x, $v)

r = DIEEed ( $x, $v)

2 = g ( $a, $v)

» = D $7, $r)

if §2 1= $x

?

3
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pause

endif

getnextprime

getprevprime

RSO ( 50 )

X
y =

7 =

TGN ( 5 )
ECHBRENORE ( 5 )

compare $z, $x
$y
$y

compare $x,

compare $z,

0000
0010
0020
00350
0040

Q000
0010
0020
00350
0040

Q000
0010
00Z0
0050
0040

00
1B

BB
o7

00
1B

BB
a7

00
1B

BS
T

o1
66
EO
a1
EF
GF

01
66
EO
a1
EF
GF

01
66
EO
ol
EF
128

0z
=le]
D&
A5
OE
&3

0z
=le]
D&
A5
OE
&3

0z
=le]
D&
A5
OE
&3

03
AO
64
D
T
G0

03
A
64
D
T
G0

03
A
64
D
T
o]

04
ite]

EF

Do

04
ite]

EF

Do

04
ite]

8F

Do

Compare

06 06 OF
ED 35 E&
ZF 09 FD
OB T4 BHZ
38 EC BS
79 00 9T

Compare

050G OF
ED 36 E&
Z2F 09 FD
OB T4 BHZ
35 EC BB
9 00 9F

Compare

050G 0T
ED 36 E&
Z2F 09 FD
OB T4 BZ
38 EC BS
79 00 9F

08
G2
=8
GC
Tl
41

08
G2
B4
GC
Tl
41

08
G2
B4
GC
Tl
41

24 42 43

oD
T
24
BE
T4
OE

oD
T
24
BE
T4
OE

oD
T
24
ZE
T4
OE

00
1B

BB
o

00
1B

BB
T

00
1B

BS
aT

o1
66
EO
a1
EF
GF

01
66
EO
a1
EF
GF

01
66
EO
ol
EF
128

03
el
54
LT
DT
G0

03
el
54
LT
DT
G0

03
el
54
LT
DT
o]

04
hie]

EF

Do

04
izl

EF

Do

04
izl

8F

Do

24 42 43
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new_sm2_get yflag( point )

new_sm2 computer y( yflag, point x )

new_sm2_check point( point )

new_sm2 point add( p, q )

new_sm2 point double( p )

new_sm2_check pubkey( pubkey )

new_sm2_ecdh_gm map( k, point )

new_

sm2 kp( k, p)

new sm2 kp add 1q(k, p, 1, q)

new _ecc_get yflag( point )

// sm2
p = FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 00 00 00 00
FF FF FF FF FF FF FF FF
A = FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 00 00 00 00
FF FF FF FF FF FF FF FC
B = 28 E9 FA 9E 9D 9F BE 34 4D 5A 9E 4B CF 65 09 A7 F3 97 89 F5 15 AB 8F 92
DD BC BD 41 4D 94 OE 93
GX =32 C4 AE 2C 1F 19 81 19 5F 99 04 46 6A 39 C9 94 8F E3 OB BF F2 66 0B El
71 5A 45 89 33 4C 74 C7
GY = BC 37 36 A2 F4 F6 77 9C 59 BD CE E3 6B 69 21 53 DO A9 87 7C C6 2A 47 40
02 DF 32 E5 21 39 FO A0
N = FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF 72 03 DF 6B 21 C6 05 2B
53 BB F4 09 39 D5 41 23
h =01
hex len in byte = 20
r = _( $p, $a, $b, $ex, $gy, $n, $h, $hex len in byte )
if $r != 00

?

pause
endif
keypair ~ new_ecc_generate_keypair !
len = -( $keypair )
prilen = -( $len, 03 )
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if $len > 00
pri = -( $keypair, 00, $prilen )
pub = -( $keypair, $prilen )
else
// error

pause
endif

r . [eEnp
if $r 1= 00
?

pause
endif

pri = 127C3DEF3718230E28B0134A41B22F1312F5676A47C9073005A77DAS1FCE4101

pub =

D72A6958CC1540E7BE420F07D3C1ES1F77B5E12EAF050F9F28E6E19ACED4E99BAZ272A6AB31EC61C7TFDOAZ28A972

E1B02569EDGADFI8DD2F32D9987EF59CEI 742

x i [
if $x !'= $pub
?
pause
endif
r - [CHNCEENCHERIPERSS ( 5.0 )
if $r 1= 00
?
pause
endif
pril = $prilen )
pri2 = $prilen )
publ =
pub?2 =
x - [ETNCEENCERRNAER ( i1, $pub2 )
y - [ETNCEENCERRNAEEs ( iz, spubl)
if $x != $y
?
pause
endif
pril = 86F31E7A3A3291CD81DB5A6A028CEBOA66DAD60C5C45EBOCE 16AAOBE6BETBB7DC
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52EDIACT91700ACB4D24781EB50AB3EB1BB944A1FA52169137B5DBBSATF5AAD9

pri2
publ =
4F6B8DF5EDO18EFEE3E3EAGSET 1CE7TF2C8A49FB1DD7TEOBD97A673B4BCC4A00A45D1884822638037477ATBFE359
ED4173F344383984521D7F2802B43AEEC46E8C
pub?2 =
9CB4DA1FE75CA340187D63ACFDFCAA226E217376FAAODB7AB496E29A697E7A3ACA04262C5537304C16C03BBCC2
2764A602AE41DEF043F4936B6EB96FBCD7DAB9
stx =
EFF2E277542ABBF7CB371376B13B6FF9643ACETE654464E72C6543312C901BC0A002201195DFAB4801BD5F69E6
6B5FAFF2231EA49ECCB1B41701A6EB5887225D
x - CCONCORMREtE 5011, spub2 )
y - [ TCCONCORERE ( 5012, spubl)
if $x != $stx

?

pause
endif
if $y I= §stx

?

pause
endif

hash = -( $prilen )
T s = _( $pril, $hash ) // or new ecc sign( $pril, $hash, $random )

kk = HEWIREENE ( spubl, $hash, $r s )
if $kk 1= 00

?

pause
endif

publ =

4F6B8DFSEDO18EFEESE3EAG5E7 1CETF2C8A49FB1DD7EOBDI7A673B4BCC4A00A45D1884822638037477A7TBFE359
ED4173F344383984521D7F2802B43AEEC46ESC

hash = 22E4FCC99451AF042CF1DBA03964ED662FE28F6AA82DCCISAACAT590285AC4B4

r s =
0D9A85758DCEB848C02AC9692989A31DICEEAFBBI2BC46FD2D8872A661045A1972A05C0A789DF5174614BA58DD
0355E178346F83C73388E08B604048AB50BFA2

kk - HEWIREENEN ( spubl, $hash, $r s )
if $kk 1= 00
?

pause
endif

3
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// Ry EDIRE

keypair  new_ecc_generate_keypair (!
len = -( $keypair )
prilen = -( $len, 03 )

if $len > 00

pri = -( $keypair, 00, $prilen )
pub = -( $keypair, $prilen )

else
// error
pause
endif
vflag - [CTRSTENEOE ( soub )
pointy - [ICHRSTRNCOMBUOeEN ( 5105, $pub )
pub_y = -( $pub, $prilen )

if $pub vy !'= $pointy
?

pause
endif

pri 0BOA7DOD759505E56F5C38DEF5D1359901CB6238D31B77B5673C94B7420A64CB6
pub =
DA2EDEA262AFC868C70AB76A057D24A3B0784C2FCC830E375544E30643007369E224F16425487C2CFA813DE499

5A9FCOF3C592B2E3ABA4ET75D1927B69ABF6C1L

yflag - [CTNSTENESONEE ( 5-.b )
pointy - [CHNSTRNCONPUOEEN ( 5105, $pub)
pub_y - B ( $pub, $prilen)

if $pub y != $pointy
?

pause
endif
vflag - [T, ( 0. )
pointy - [ICHCENEONBeN ( 5105, $pub )
pub_y - B8 ( $pub, $prilen)

if $pub vy != $pointy
?

pause
endif
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SM2_P1 =
0555AF337D1994F08E44A738BDESA37A0066C03726B84EAD7B83FIB2F5CE9SF2AT05FCCCOA6703A3C29DA01FCY
1FEFOD7EF52AC4D98B256B01724C91E65B8ES4
r - SNSRI ( 52 o1 )
if $r != 00

?

pause
endif

SM2_P2 =
SE7TDF5818844E122238A067284749144A3DESD180D9AES8D014C77E302C6A2FA94DF18470F8563D87FEC74C16D
0A60E13CEEEADB1F3157AA58622AD5B6D272FC
r - TSTENCHEROE ( 52 2 )
if $r =00

?

pause
endif

SM2 P1 _ADD P2 =
8C52A0DDF1294926E6AC640CD591C7TEIE0728BFCETR54027BB18B012AB6EADBB20BI6FCDEA1160B73C6E461FSE
00B1D6403C022CDEOR7BA16344250B46C88C09

r 0 [ESPRINIRSE
if $r != 00

?

pause
endif
a = _( $sm2 pl, $sm2 p2 )
if $a != $sm2 pl add p2

?

pause
endif
b = _( $sm2 pl, $sm2 p2 )
if $b !'= $sm2 pl add p2

?

pause
endif

sm2_pl double =
67B0230B2872D8130F3DD64D5EDC13366B55DA9FEB6F46666DA52DBF9659125B5E41306D3F11C232861FEF844F
36E8E25829F2F 1A9D59B81D43BBA93E43F2339

3
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a

if $a != $sm2 pl double

?

pause

endif

if $x != 00

pause

endif

if $x != 00

pause
endif

a
if $a I=

42CDA3170F0413ATFF57D47CT7TAA31E8463987BBI2FE2A4613210BC6564FEF32C8D58CE31F66F099F531BB1E34
814316D221FE3D04773067B305DFEOA818EE9S

?
pause
endif

if $x != 00

pause
endif

if $x != 00

pause
endif

- ICHSTENDORRENIGHRIS ( s> o1 )

- ICHNSEENDOHRENIGH0NS « so.»1 )

= AR ( $prilen )
GHMEEENE ( 5, spubl )
 new_cce_check pubkey . |

= -( $prilen )
= -( $prilen )
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PETCCCRREIAtEE ( sk, $publ, $1, $pub2 )
al FGHIGEENES ( sk, $publ )

a2 = O ( 51, $pub2 )

a3 - [CHMCEENDOO ( 51, sa2)

if $a3 = $a

o
Il

pause
endif

if $x != 00

pause
endif

if $x != 00

pause
endif

a - ICHSTENCOHRENIGH0NS « $0.»1 )

if §a !=
42CDA3170F0413A7FF57DATCTTAA31E8463987BBI92FE2A4613210BC6564FEF32C8D58CE31F66F099F531BB1E34

814316D221FE3D04773067B305DFEOA818EE9S
?

pause
endif
x ~ new_sn2_check_pubkey $. !
if $x != 00

?

pause
endif
X = -( $prilen )
a - [SHSHENS ( 5+, spubl)
x ~ new_sn2_check_pubkey! $. !
if $x != 00

?

pause
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endif
1 = AR ( $prilen )
k = AR ( $prilen )
a = HCTISTERRDI ( sk, $publ, $1, $pub2 )
al = _( $k, $publ )
a2 = HEWISIENRE ( 51, $pub2 )
a3 - TSTENRO ( 5.1, sa2)
if $a3 !'= $a
?
pause
endif
. -
if $x != 00
?
pause
endif
k = FFF3A31F73D09FAC889D4DA2EBE9S21D15D29F5F 15BF50219051D42706964F17
h -

3334C5922D7F14F3C29C52BCOF88014F2E65A52B1BC8C73A38254D99CE1B7BAFE38B126B602E41B11357DC9675
8C4B465CFF95CAZ25B2C25BDF26B7300A43AF7A
z =
9F84D746A33BF6ACAEAA9157D95161332AFBDO0C5847001A49E00B72534CECFIBOEB79B512474B0B638AFESCI6
F54C801679999814DB0071BOABIDFSFA988E14

t - CCONCTR ( 5. 51 )
if $z 1= $t
?
pause
endif
k = FFF3A31F73D09FAC889D4DA2EBE9521D15D29F5F15BF50219051D42706964F17
h -

3334C5922DTF14F3C29C52BCOF88014F2E65A52B1BC8C73A38254D99CE1B7B4FE38B126B602E41B11357DCI675
8C4B465CFF95CA25B2C25BDF26B7300A43AF7A
, -
9F84D746A33BF6ACAEAA9157D95161332AFBD0O0C5847001A49E00B72534CECFIBOEB79B512474B0B638AFESCI6
F54C801679999814DB007 1BOABIDF5FA988E 14
t - [CTRSTRNCEAE, ( 5. sh)
if $z 1= §t

?
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pause
endif

file read linehex
get_line count

get linehex_ from mem

X 8 EErTESS
count - get_line_count ()
line - get_linehex_from mem( 00 )
line - get_linehex_from mem( 01 )
big sqrt
X = IIIIII( 20 )
v = DOE ( $x, $x)
. - DI sy )

compare $x, $z

rockey4_smart_getcrc

o = FOCKETINSHATIIERINE ( 838 d7 85 48 cl 91 77 bl aa 89 d7 eb 80 73 d6 £6 a0 4b 3a b

cl 55 bd dc 7b a2 53 44 e2 cb 19 d9 cf ¢9 32 60 b6 05 61 bl 47 74 6b 59 7f 6a 1b {7
14 4a 89 ae bf 0d 5f 03 6¢c aa 9a cd 42 Ob b5 bf ab 91 6a f6 )

ed25519 generate keypair
ed25519 get pubkey
ed25519 sign

ed25519 verify

x25519 generate keypair
x25519 get pubkey

x25519

clear
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pri = i( $x, 0, 32 )
pub = Wl $x, 32)

test - EEBETONESTOBRS ( 501 )

if $test != $pub

?
pause
endif
msg = 11223344
rs - BGBBBIONER ( $ovi, $usg)
ver - BUBBBIOINEE ( soub, $msg, $rs )
if $ver != 00
?
pause
endif

// Alice’s private key, a:
aprikey = 77076d0a7318ab57d3¢c16¢17251b26645df4c2£87ebc0992ab177fbab1db92c2a
// Alice’s public key, X25519(a, 9):
apubkey = 8520£0098930a754748b7ddcbh43ef75a0dbf3a0d26381af4ebad4a98eaalbdeba
tmp | AESSIONSCUNDUBREY ( $:prikey )
if $tmp != $apubkey
?
pause
endif

// Bob’s private key, b:
bprikey = 5dab087e624a8a4b79e17f8b83800ee6613bb1292618b6fd1c2f8b27f188eleb
// Bob’s public key, X25519(b, 9):
bpubkey = de9edb7d7b7dc1b4d35b61c2eced4353731f8343¢c85b78674dadfc7el46£882b4f
tmp -~ AESSIONSCUNDUBREY ( $borikey )
if $tmp != $bpubkey
?
pause
endif

// Their shared secret, K:
share = 4abd9dbbadce2del728e3br480350£25e¢07e21¢947d19e3376£09b3clel61742
tmp = -( $aprikey, $bpubkey )
if $tmp != $share
)
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pause
endif

tmp = -( $bprikey, $apubkey )
if $tmp != $share
?

pause
endif

shakel28 hash
shakel28 hash init
shakel28 hash update
shakel28 hash dofinal
shake256 hash
shake256 hash init
shake256 hash update

shake256 hash dofinal

I
if $x != TFIC2BA4E88F827D616045507605853ED73B8093FEEFBCSSEB1A6EACFAGGEF26
?

pause
endif

N
if $x I=
46B9DD2B0BA88D13233B3FEB743EEB243FCD52EA62B81B82B50C27646ED5762FD75DC4ADDD8COF200CB05019D67

B592F6FC821C49479AB48640292EACB3B7C4BE
?

pause
endif
-~ shakel28 hash_init{)

 shakel28 s update
 Shake128 hash dofinal 2

3
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T Shakedi6 sk update
shake25_bash_cofinal | 5

X

vpn_direct onlysend

vpn_direct_sendrecv

x = NDRCECCEISEERY ( 48535345 0000 0084000008 )

x = DECCRIOHINEEN ( 48535345 0800 0084000008 )
= [DRESTEENRERY ( 9999999999999999999999999999 )

systemtime sub
systemtime add

systemtime diff

// WITE] — FbH = HriiE

x - EVSTEINEEE ( 20220425120000, hex ( 86399 ) )
// WA + FbH = HriiE

x - EVSTENENEE ( 20220425120000, hex ( 86399 ) )
// A4S BIPRAN I [E] R RD 22

X = BYSTEMEMENETT ( 20200425120000, 20060101000000 )
/) BIRPE A B E

minute = -( $x, hex( 60 ) )

tlcre

X = DO ( 11223344 )

sm4_encode_gcm

sm4_decode_gcm

00001234567800000000ABCD
0123456789ABCDEFFEDCBA9876543210

iv

key
plaintext =
AAAAAAAAAAAAAAAABBBBBBBBBBBBBBBBCCCCCCCCCCCCCCCCDDDDDDDDDDDDDDDDEEEEEEEEEEEEEEEEFFFFFFFFRE
FFFFFFEEEEEEEEEEEEEEEEAAAAAAAAAAAAAAAA

aad = FEEDFACEDEADBEEFFEEDFACEDEADBEEFABADDAD2

// CipherText: 17F399F08C67DSEE19D0ODCI969CABB7D
// 5FD46FD3756489069157B282BB200735
// D82710CA5C22F0CCFATCBF93D496AC15
// A56834CBCF98C397B4024A2691233B8D
// Authentication Tag: 83DE3541E4C2B58177E065A9BF7B62EC
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X = _( $iv, $plaintext, $aad, $key, 10 )
mac = -( $x, 16 )

len = -( $x )

len = -( $len, 10 )

encryptd = -( $x, 00, $len )

y = _( $iv, $encryptd, $aad, $key, $mac )
scrypt

x = BGRPE( 77, 77, 10, 01, 01, 40 )

if $x !=

77D6576238657B203B19CA42C18A0497F16B4844E3074AESDFDFFASFEDE21442FCDO069DED0948F8326A753A0F
C81F17ES8D3EOFB2E0D3628CF35E20C38D18906

?

pause
endif

/] ZERBON AR R

3
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pbkdf1l_md2
pbkdfl_md4

pbkdf1 mdb

pbkdfl ripemdl28
pbkdf1l ripemd160
pbkdf1_shal

pbkdf1l sha224
pbkdf1l sha256
pbkdf1 sha384
pbkdfl_shab12
pbkdfl_shabl2 224
pbkdfl_shabl2_ 256
pbkdf1l sha3 224
pbkdf1l sha3 256
pbkdf1 sha3 384
pbkdfl_sha3_512
pbkdf1 blake2b 160
pbkdfl_blake2b_256
pbkdf1 blake2b 384
pbkdf1 blake2b 512
pbkdfl_blake2s_ 128
pbkdf1 blake2s 160
pbkdf1 blake2s 224
pbkdfl_blake2s_256

pbkdfl tiger

H
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pbkdf1l whirlpool
pbkdfl sm3 160
pbkdf1l sm3 192

pbkdfl_sm3_256

? "PTH RBSHERL, Rl

D = "password”

s = "salt”

c = hex( 4096 )

len = hex( 64 )

X - DORGEINSEESEE ( 5o, $s, $c, $len)
if $x !=

412A2DC289E35A975B8374F1644995F9FDBD025CA87AE363B7A019228B7411EAE09ECODBIDEA3SCD1FOF91F55F
07750A52121DA270C180ED6BC1CC5E98401324

?

pause
endif
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pbkdf2_md2
pbkdf2_md4

pbkdf2 mdb

pbkdf2 ripemdl28
pbkdf2_ripemd160
pbkdf2_shal

pbkdf2 sha224
pbkdf2 sha256
pbkdf2_ sha384
pbkdf2 shabl2
pbkdf2_shabl2_ 224
pbkdf2_ shabl12 256
pbkdf2_sha3_224
pbkdf2_sha3_256
pbkdf2 sha3 384
pbkdf2 sha3 512
pbkdf2_blake2b 160
pbkdf2_blake2b_256
pbkdf2_blake2b 384
pbkdf2_blake2b 512
pbkdf2 blake2s 128
pbkdf2_blake2s 160
pbkdf2_blake2s 224
pbkdf2_blake2s_256

pbkdf2_tiger
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pbkdf2 whirlpool
pbkdf2 sm3_ 160
pbkdf2 sm3 192

pbkdf2_sm3_256

? ”ﬁ)ﬁﬁ@iﬁ’r‘@*{*w, AR
D "passwordPASSWORDpassword”

s = ”"saltSALTsaltSALTsaltSALTsaltSALTsalt”
c = hex( 4096 )

len = hex( 64 )

X - DORGEZNSRESNE ( 50, $s, $c, $len)

if $x !=

8C0511F4C6E597C6AC6315D8F0362E225F3C501495BA23B868C005174DC4EET1115B59F9E60CDI532FA33EOF 75
AEFE30225C583A186CD82BD4DAEA9724A3D3B8

?

pause
endif

=
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hkdf md2

hkdf md4

hkdf md5

hkdf ripemdl28
hkdf ripemdl60
hkdf shal

hkdf sha224

hkdf sha256

hkdf sha384

hkdf shab12

hkdf shab12_224
hkdf shab12_256
hkdf sha3_224
hkdf sha3_256
hkdf sha3_384
hkdf sha3_512
hkdf blake2b_160
hkdf blake2b_256
hkdf blake2b_384
hkdf blake2b_512
hkdf blake2s_128
hkdf blake2s_160
hkdf blake2s 224
hkdf blake2s_256

hkdf tiger
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hkdf whirlpool
hkdf sm3_160
hkdf sm3 192

hkdf sm3_256

? "PTH RBSHERL, Rl

KM = 0b0b0bObObObObOLObObObObOHObOHObObObOLObOLOb// (22 octets)
salt = 000102030405060708090a0b0c// (13 octets)

info = fOF1f2f3f4f5f6£7£8f9// (10 octets)

L = hex( 42 )

okm = _( $ikm, $salt, $info, $1 )

if $okm !=

3CB25F25FAACDS7A90434F64D0362F2A2D2D0A90CE 1A5A4C5DB02D56ECCAC5BEF34007208D5B887185865
?

pause
endif

Dz
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hmac_md2
hmac_md4
hmac_mdb

hmac ripemdl128
hmac_ripemd160
hmac_shal
hmac_sha224
hmac_sha256
hmac_sha384
hmac_shab12
hmac_shabl2 224
hmac_shab512 256
hmac_sha3 224
hmac_sha3_ 256
hmac_sha3 384
hmac_sha3 512
hmac_blake2b 160
hmac_blake2b 256
hmac_blake2b 384
hmac_blake2b 512
hmac_blake2s 128
hmac_blake2s 160
hmac_blake2s 224
hmac_blake2s 256

hmac_tiger
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hmac_whirlpool
hmac_sm3_ 160
hmac_sm3 192
hmac_sm3 256
hmac_shakel28

hmac_shake256

? "HTH RBSHEEL, sl

Data = 4869205468657265 // ("Hi There”)

AENSRA0R ( 5o, Skev )
if $x != 896fb1128abbdf196832107cd49df33f47b4b1169912badf53684b22
?

X

pause

endif

X = _( $data, $key )

if $x != b0344c61d8db38535ca8afceal0bf12b881dc200c9833da726e9376c2e32¢f 7
?
pause

endif

Key = 0bObObObObObObObObObObObObObObObOLOLOLOL  // (20 bytes)

a3a8 fun
compl28 1
compl28 2

compl28 3

? "I RS ECRLL, R
// ZE-FENLEL - 8byte
/] ZH2-#H] — 16byte
// Hor a3a8 fun 5 compl28 1 ThFE—F
X = -( 0000000000000000, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA )
if $x != OE9FF8FF 24119D2D4ED18C00
?
pause
endif
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v = [BOMPIZEN ( 0000000000000003, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA )
if $y = $x
?
pause
endif

7 = _( 0000000000000003, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA )
if $z != 9299E7F994D3288FA2E38000

?

pause
endif

e = _( 0000000000000003, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA )
if $e != 9299E7TF994D3288FA2E38216

?

pause
endif

milenage f1

milenage £2345
milenage flstar
milenage fbstar
milenage_compute_opc
milenage opc_f1
milenage opc_ 2345
milenage opc_flstar
milenage opc fbstar
milenage gsm

milenage opc_gsm

milenage f1( k 16B, rand 16B, sqn 6B, amf 2B, op 16B )
milenage £2345( k 16B, rand 16B, op 16B )

milenage flstar( k 16B, rand 16B, sqn 6B, amf 2B, op 16B )
milenage fHstar( k 16B, rand 16B, op 16B )

b=
H
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milenage compute opc( op 16B )

milenage opc f1( k 16B, rand 16B, sqn 6B, amf 2B, opc 16B )
milenage opc £2345( k 16B, rand 16B, opc 16B )
milenage opc flstar( k 16B, rand 16B, sqn 6B, amf 2B, opc 16B )
milenage opc fbstar( k 16B, rand 16B, opc 16B )

milenage gsm( k 16B, rand 16B, op 16B )

milenage opc gsm( k 16B, rand 16B, opc 16B )

k = III( 16, aa )
op = -( 16, aa )
randx = @ ( 16, 00)
sqn = -( 6, 00 )
amf - @ 2, 00)
f1 mac a = _( $k, $randx, $san, $amf, $op )
if $f1 mac a != AFDBE3276549ACBF
?
pause
endif
tmp = _( $k, $randx, $op )
f2 res = -( $tmp, 0, 8 )
£3 ck = [l ( $tmp, 8, 16)
f4_ik = Wl stmp, 24, 16)
£5_ak = 8 $top, 40)
if $12 res != C42F454F5FDECIAL
?
pause
endif
if $f3 ck != 701FB9D446EE896DI6BOEI7685E35693
?
pause
endif
if $f4 ik != 173438EFSFBD185DE382834F72209F7E
?
pause
endif
if $f5 ak != 600D51C33584
?
pause
endif
autn = $f5 ak $amf $f1 mac a

=
H
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if $autn != 600D51C335840000AFDBE3276549ACBF
?

pause
endif

flstar mac s = _( $k, $randx, $sqn, $amf, $op )

if $flstar mac s != AB3F5C8EG0EEF2C4

?
pause
endif
fHstar = _( $k, $randx, $op )
if $f5star != 1AIBC57B2D4E
?
pause
endif
[/ fi Fope At
opc  milenage_compute_ope § !

f1 mac a = _( $k, $randx, $sqn, S$amf, $opc )
if $f1 mac a != AFDBE3276549ACBF

?

pause
endif

tmp = _( $k, $randx, $opc )
f2 res -( $tmp, 0, 8 )
£3_ck Bl $cmp, 8, 16)
£4_ik Bl $cmp, 24, 16)
£5_ak = 8 $top, 40)
if $2 res |= CA2F454F5FDECIAL
)

pause

endif

if $f3 ck != 701FB9D446EE896DI6BOEI7685E35693
?
pause

endif

if $f4 ik != 173438EFSFBD185DE382834F72209F7E
?
pause

endif

if $f5 ak != 600D51C33584
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?

pause
endif

autn = $f5 ak $amf $f1 mac a
if $autn !'= 600D51C335840000AFDBE3276549ACBF
?

pause
endif

flstar mac s = _( $k, $randx, $sqn, $amf, $opc )

if $flstar mac s != AB3F5C8E60EEF2C4

?
pause
endif
fHstar = _( $k, $randx, $opc )
if $f5star != 1AIBC57B2D4E
?
pause
endif
tmp = _( $k, $randx, $op )
sres = -( $tmp, 0, 4 )
ke = -( $tmp, 4 )
if $sres != 9BF184FE
?
pause
endif
if $ke != 1219EB023E9058DD
?
pause
endif
tmp = _( $k, $randx, $opc )
sres = -( $tmp, 0, 4 )
ke = -( $tmp, 4 )
if $sres != 9BF184FE
?
pause
endif
if $ke !'= 1219EB023E9058DD
)
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pause
endif

sm4_encode_ccm

sm4_decode_ccm

sm4_encode_ccm

m = a0 al a2 a3 a4 ab a6 a7 a8 a9 a0 al a2 a3 a4 ab a6 a7 a8 a9

ml 03 80 14 a0 al a2 a3 a4 ab a6 a7 a8 a9 a0 al a2 a3 a4 ab ab

a7 a8 a9
key = ca 44 ef 8d f3 25 ab b3 8d ac 37 43 dd 32 43 df
nonce = 72 43 52 3C 65 17 8B 96 68 37 A3 6F

//SMACCMAT B AT ST AR A 45 5. fb 78 40 15 24 ca 9c 2d 68 3b c4 €9 5d
dc 71 b8 28 07 77 81 aa 8e 3f e8 lc e4 de 21 38 76 49 19 59 ee 87 63
e2 21 55

// x = sm4 encode ccm( $nonce, 77, $m, $key, 10 )

¢ - R $vonce. ., $ul, Siov, 10)

cipher = -( $x, 16 )
if $cipher !=
FB78401524CA9C2D683BC4E95DDC71B828077781AASE3FES1CE4DE213876491959EE87
63E22155

?

pause
endif

IR (B 73 A~ 6 5

®  Fi0x104N 7 NB0

® SMEAL ANfadata, SHINEIE KA
® 5, HESCKFEMAE

® mac, KAEHAMIITEE

sm4 decode ccm

len = -( $ml )
y = _( $nonce, 7”7, $cipher, $key, 10 )
y = [ ( $v, 00, $len)

if $y != $ml
?

pause

3
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endif

new _rsa calculate d2

‘newﬁrsaﬁcalculatede ‘newd = HERIESENCRICeNE ( snodule len, $e, $p, $q, $old d)

new_ecc_prilen random

‘ new ecc prilen random ‘ random = _ 0

new_ecc_prilen

‘ new ecc prilen ‘ len = _ 0

new_ecc_publen

‘ new_ecc_publen ’ len = _ 0

UrlDownloadToFile

UrlDownloadToFile k = _( “https:\\a. com\\b. txt”, “c:\\aa” )
k = _( “https:\\a. com\\b. txt”, “savepath” )
17
k = _( “https:\\a. com\\b. txt”, “savepath”, 01,
08 )
FBEASBERREBEMAN =M TE, FUNSER T

Replace_in file

Replace in file k
k

REDIECEERNENS ( “c:\\b. txt”, “old”, “new”, “txt\Ohtml\0\0” )

Delete_in file

Delete in file k = _( “C:\\b. txt”, “start”, “end” ,

“txt\Ohtm1\0\0” )

- R ", s, )

crcl6_x25

Crc 16 x25 crcl6 x25( polynomial, icv crc, xout, data )
cre = CRGIOMNED ( 8408, ffff, ffff, $data )

pkcs7_pad

pkcs7 unpad

pkes7 pad pkes7 pad( input, pack len )
pkes7 unpad ( input )

a=-B(7, 88)
x - (RS0 ( s )
v - [RCSTNNEE 5 )
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BIRGSTDAY ( 5o, 10)
IRGSTNRR ( 5 )
- (RGN 5o, 14)
- RGN ( 5 )

= 88888888888888090109090909090909

- RSN ( 5 )

88888888888888010909090909090909

- RSN ( 5 )

= 88888888888888010DODODODODODODODODODODOD

- RSN 5 )

= 88888888888888888888888858888

- RSN 5 )

AT B SE

T B I T T A S I
|

pkcsl2 shal diver by password

pkesl2 shal diver by pa

ssword

clear

ansi password 71234”

utf16 password = _ ($ansi password)

utf16 password = $utfl6 password 0000

salt = D9A5BI8E36B81236

id =01

iteration = hex( 2000 )

key len = hex( 24 )

X = _( $utfl6 password,

$salt, $id, $iteration, $key len )

if $x != 13BOF4ES8EAA3F9E840F709C140A10F6F62659B786555FD99
?
pause

endif

hotp_shal int
hotp_sha256 int
hotp_shal hex

hotp_sha256 hex

hotp shal int

seedkey = 01020304050607080102030405060708
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hotp sha256 int counter = 00
hotp shal hex
hotp sha256 hex b = _( $seedkey, $counter )
b = _( $seedkey, $counter )
b = _( $seedkey, $counter, 06 )
b = _( $seedkey, $counter, 08 )
b = _( $seedkey, $counter )
b = _( $seedkey, $counter )
totp_shal int
totp_sha2b6 int
totp_shal hex
totp_sha256 hex
totp_shal int seedkey = 01020304050607080102030405060708
totp_sha256 int counter = 00

totp_shal hex
totp_sha256 hex

b = EOEDISREEBE ( $<ccdkey, $counter )

b = _( $seedkey, $counter )

b = _( $seedkey, $counter, 06 )
b = _( $seedkey, $counter, 08 )
b = _( $seedkey, $counter )

b = _( $seedkey, $counter )

get_reader_ name

get reader name

x - ECHICHISHNRANE  index )

utfl6 _little ansi

utfl6 little ansi a =

4A0041005600410043004F00530020005600690072007400750061006C00200043
006F006E007400610063007400200052006500610064006500720020003000

b~ show utfl6little string( 51 )

c = [FIGHIHISNARSi s- )
strstr
strstr a ="123456"
b — ll34"
c =il sa, $b)
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0.0.6.6
LoadLibrary
GetProcAddress
FreeLibrary
dl1 handle = [MGINDEARY ( “UserAlgoDll.d11” )
if $d11 handle != 00
? “load success”
else
? ”load dll error”
endif
fun add = [CUDROCHUURESS ( $d11 handle, “Fun Add” )
if $fun add != 00
¢ = @ ( $run add, 00000023, 00000022 )
if $t 1= 00000045
?
pause
endif
endif
X - ERSSIEBEA ( $d11 handlc )
d11Fun
d11fun t = @B ( $run add, 00000023, 00000022 )
IESEIVEE =
dl1fun( funaddr, pl, p2, p3, p4, p5, p6, p7, pS, p9, pl0, pll, pl2 )

3
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new_rsa_oaep_shal pub_encode

new_rsa_oaep_sha224 pub_encode
new rsa_oaep sha256 pub encode
new_rsa_oaep_sha384 pub_encode
new_rsa_oaep_shabl2 pub_encode
new _rsa oaep shal std decode

new_rsa_oaep_sha224 std_decode
new_rsa_oaep_sha2b6 std_decode
new_rsa_oaep_sha384 std_decode
new_rsa_oaep_shabl2 std _decode
new _rsa_oaep_shal crt_decode

new_rsa_oaep_sha224 crt_decode
new_rsa_oaep_sha2b6 crt_decode
new_rsa_oaep_sha384 crt_decode

new_rsa_oaep_shabl2 crt_decode

new rsa oaep shal pub e | xI

- ISHISANCHERNSHASIPNpTONEHE0aE ( 0s00, s, $n,

ncode

12345678, 9999 )

A - S 0. % 5. 5:1)
if $yl != 12345678
?
pause
endif
y2 - [ERNESANCAETISHESINCTONIReote ( 0300, $p, $a, $dn,
$dq, $qginv, $x1 )
if $y2 != 12345678
?
pause
endif
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new_rsa pss_shal pub verify
new_rsa pss_sha224 pub verify
new rsa pss_sha256 pub verify
new_rsa pss_sha384 pub verify
new_rsa pss_shabl2 pub verify
new rsa pss shal std sign

new rsa_pss_sha224 std sign
new rsa_pss_sha256 std sign
new_rsa _pss_sha384 std sign
new rsa_pss_shabl2 std sign
new rsa _pss shal crt sign
new_rsa_pss_sha224 crt_sign
new _rsa_pss_sha256 crt sign
new _rsa_pss_sha384 crt sign

new_rsa_pss_shabl?2 crt_sign

new rsa pss s~ hash = _( $plain )
a - [CTISERPEENSHAPSENENSIEN ( 0300, Sp, Sa, $dp, $do,
$qinv, $hash, $saltlen )
k - [ETSEPSSISHAOSCNPUBINEH ( 0300, Sc, $n, $a,
$hash, $saltlen )
if $k != 00
?
pause
endif

b - ICHISENDSSISHRPRGNSTANR ( 0s00, $n, S, $hash,

$saltlen )
k - [ETSEDSSNSHAOSCNPUBINEH ( 0300, $e, $n, $b,
$hash, $saltlen )
if $k != 00
?
pause
endif

3
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new_sm9 encrypt_block 2018
new_sm9 encrypt_stream 2018
new_sm9 decrypt_block 2018

new_sm9 decrypt_stream 2018

EES 5 R #2018 AR A — 5L

s2k_mdb
s2k_shal
s2k_sha224
s2k sha256
s2k_sha384

s2k_shab12

F salt

3031323334353637

7123456” // AP R4
iteration count = hex( 100000 ) // iEACx#EL

passphrase

len = hex( 32 )
X = _( $passphrase, $salt, $iteration count,
$len )
if §x =
T73784A602B6C81E3F092E4D7DO0E17CC822D88EF7360FCEF2D2EF2D9D901F44B6
?
pause
endif
salt =41 42 43 44 45 46 47 48

passphrase = 712345678” // P4

_( $passphrase, $salt, $iteration count,

$len )
if $x !=
2675D6164A0D4827D1DO0CTEEA620D015C00030A1CAB38B4D0ODD600B27DCI9630
?
pause
endif
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crc_13239 1sb

crc_13239 msb

JRERFS

XX = 6988698269856a81

vy = $credential private id $xx

cre = _( $yy )

var exist

JRERFS

XX = var exist( “keyl” )

AAAEIR[EI01, AFFELEIR[F00

kdf md5
kdf shal
kdf_sha224
kdf sha256
kdf_sha384
kdf_sha512

kdf sm3

JHERFS

4R = RAESRASHE ( rirst, sccond, keylen )

XX = _( $k, $tmpl, 30 )
key = -( $xx, 0, 16 )
mackey = -( $xx, 16, 32 )

crcl6_buypass
crcl6_umts
crcl6_modbus

crcl6_xmodem

JRERFS

-
EFSIGNBINIARS ( D26B20B067BE3974288FCT08F5D1421136BFDDE4FEA83CF32311D03
TADACBEB4 )

X =

BFSIBNINTE ( D26B20B067BE3974288FCT08F5D1421136BFDDE4FE483CF32311D037AD
4CBEB4 )
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if $x != 17ab
?
pause
endif

X = _( 3BF824F3EAF35428B5598D56B4DA6FCI118D94818C8A3C49FS )
if $x != dadb

?

pause
endif
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